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Take Steps To Reduce 
Data Center Noise 

Assess Your Environment By Looking At Servers, Fans & Other Culprits 


“If you’re getting comments or complaints, 
you have a problem. Excessive noise can 
break concentration, prevent employees from 
communicating easily, and cause some staff 
members to develop low-level headaches.” 


Servers. UPSes. Cooling 
equipment. Data centers are full 
of equipment that makes noise. 

Just how big of a problem is 
noise in the average data center? 
“Most data centers register in the 
70 to 80 dB range, a level where 
normal conversations and phone 
calls are difficult if not impos¬ 
sible,” says Ken Koty, sales engi¬ 
neer at PDU Cables (866/631- 
4238; www.pducables.com). 
Koty says that, while that noise 
level is safe by OSHA standards, 
at 80dB, productivity and com¬ 
fort can be at risk. Here’s how 
to find the problems, along with 
some simple solutions. 

Identify The Culprits 

An environment assessment 
team will point out the most 
likely issues related to excessive 
noise, but there are other ways to 
hone in on the biggest offenders. 

“Investigate where the noise 
comes from, other than the 
obvious servers,” says Deborah 
Petty, president of Rackmount 
Solutions (866/207-6631; 
www.rackmountsolutions.net). 
“Walk around with several peo¬ 
ple holding a normal conversa¬ 
tion, and see where they begin 
to not hear you or have diffi¬ 
culty understanding clearly.” 


Perhaps most important, listen 
to your employees, Petty says. 
“If you’re getting comments or 
complaints, you have a prob¬ 
lem. Excessive noise can break 
concentration, prevent employ¬ 
ees from communicating easily, 
and cause some staff members 
to develop low-level headaches.” 

Call The Dealer 

Before you come up with 
your own solutions to the noise 
issues or invest in a sound- 
dampening solution that may 
not be necessary, Petty says to 
contact the equipment dealer or 
manufacturer to see if it has any 
suggestions or quick fixes. “Call 
your dealer first and ask if the 
manufacturer of the equipment 
has something to address the 
noise,” Petty says. “If you don’t 
get fast data back, call the man¬ 
ufacturer yourself. They may 
have an obscure part or product 
that will make a big difference.” 

Install Closed Or Sound- 
Dampening Cabinets 

You’ll likely find that the 
noise issues are being caused by 
servers and other components 
housed inside racks and cabi¬ 
nets. One option is to put that 
equipment in an enclosure that 


-Rackmount Solutions’ Deborah Petty 

will help cut down on noise and 
provide other benefits. 

Koty suggests moving noisier 
servers from open racks to closed 
cabinets. Petty adds, “Sound- 
dampening cabinets do a terrific 
job of bringing the decibel level 
down, and several models also 
provide up to 7kW of heat dis¬ 
sipation, which is outstanding.” 

Is Cooling Is The Culprit? 

Cooling systems are a big 
contributor to noise. Depending 
on how many fans you have in 
your racks, they could be hum¬ 
ming loud enough to annoy 
nearby employees. Petty rec¬ 
ommends replacing existing 
fans with quiet ones, which are 
designed cool efficiently with 
little aural interference. 

Koty suggests limiting local¬ 
ized floor fans as each additional 
fan adds noise. “Make the best 


use of CRAH units. Though 
louder, CRAH fan sounds are 
kept to the perimeter of the data 
center,” he says. 

Consider Sound-Proofing 

Usually walls and insulation 
are enough to block out noise 
from the room, but if you want 
a library-quiet office space, 
sound-proofing is an option. 

If you don’t have a drop 
ceiling, Koty says, consider 
installing one with acoustic 
tiles. “Some of these sound- 
deadening panels, tiles, and baf¬ 
fles can be suspended or hung 
from the ceiling and walls to 
prevent the sound waves from 
reflecting off of ceilings and 
walls back into the data center. 
Make sure they are fiber-free, 
properly fire-rated, and designed 
to reduce reverberation and pre¬ 
vent noise build-up.” 
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An Easy, Affordable Way 
To Monitor & Manage Power 

Server Technology Sentry Power Manager Provides The Data, Alerts & Analytics You Need 


POWER is sni.1. king when 
il come* to the lop concern* 
data center manager* have a* 
they work, to keep their data 
center*, the equipment invidc 
them, and their emerpnvc* a* a 
whole up and running. 

Calvin NichoUon. venior 
director of software and firm¬ 
ware at Server Technology. *ay* 
there are other concern*, includ¬ 
ing increased cabinet densities, 
demand for more computing 
power, and the need to locate 
stranded capacity. But many of 
those concern* all center around 
being more efficient in the way 
a data center uses it* power. 

“Power cost* arc going up. 
and av ailability i* going down." 
he say*. Overcoming those con¬ 
flicting issues require* a way to 
better manage and control the 
power your data center uses. 

Use Power More Efficiently 

Server Technology'* Sentry 
Power Manager (SPM) help* 
cn*urc you're using power in 
the most efficient way possi¬ 
ble. SPM's capacity planning 
and predictive feature* help 
you spot stranded capacity and 
help you know if and when 
you might run out of power. 

“If you're not monitoring 
power, how do you know how 
much you're using compared 


Hi a* at lability." he say*. “If you 
have available capacity, you can 
put off a decision that could cm 
you thousand* of dollars for colo 
space or up to millions of dollars 
for a new data center huild “ 

Sentry Power Manager 
provides a way lo measure, 
monitor, and trend data cen¬ 
ter power information in one 
central location. The product 
comes in both a standalone 
appliance and vinual version. _ 

Easy To Set Up & Configure ♦— 


Hi 


With SPM * SNAP feature. - 

you pul in an IP range and SPM ..... revipie 

discover* the installed CDUv- Make Informed Decisions * 

regardless of manufacturer or Using the dashhoani. you cm off a* 
w hether it's just a few or thou- configure your own NOC view, mg up 
sands—and brings tin.- informs- Nicholson sayv picking 
lion hack into the SPM interface, alerts, and alarms lo see 

You can configure cabinets 
and locations and get a glohal 
view of your data center floor Such capahilitjK 
and CDUs or quickly drill a way 
down to an individual cabinet lines at 
or CDU. You can group and power 
cluster outlets together across can ali 
IP addresses, rows of cabinet*, total power" 
or the whole data center. 

Use the dashboard to con- redundancy, v 
figure email alert*. SNMP trap tunning loo hot. 
forwarding. and alarms based nets might he ovei 
on the power and environmen- With SPM’s vch. 
lal thresholds you set. Plus lures, you can automat, 
you'll have a central location crate system reports 
for managing alarms. them sent sia email k 



NOW PROCESSOR CAN 
GO ANYWHERE YOUR iPAD GOES! 

You asked for it, and Processor listened. Now you can read the latest issue of Processor 
from cover to cover, exactly as it appears in print, for free on your iPad! 


PROCESSOR.COM 
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COMPANY TO WATCH 


Storage Experience 

Paragon Software Group Is A Pioneer In Image-Based Backup & 
Disaster Recovery, Backed By Industry-Leading Support 


Building market-leading 

products, offering award-win¬ 
ning customer support, and 
even protecting systems on the 
International Space Station. 
Those are just a few of the cred¬ 
its Paragon Software Group has 
earned in its 20-year history. 

The company was established 
in 1994 by a group of students 
from the Moscow Institute of 
Physics and Technology (the 
Russian equivalent of MIT) and 
has since grown to more than 
200 employees—more than 
half of them dedicated to 
product development—with 
regional headquarters in the 


United States, Germany, Russia, 
and Japan. 

Its product line has gone 
through similar growth, encom¬ 
passing the iconic Paragon 
Partition Manager; Hard Disk 
Manager, which is the indus¬ 
try’s most complete backup and 
disaster recovery and imaging 
utility; and Paragon’s newest 
product, Protect & Restore. 

Protect & Restore is Paragon’s 
primary product, offering a mod¬ 
ular and highly scalable solution 
for centralized backup and disas¬ 
ter recovery for SMBs and large 
enterprises for their physical and 
virtual environments. 


“It’s the first all new unified 
(physical, virtual, hybrid) back- 
up/DR solution in our space,” 
says Daniel Eickhoff, director of 
channel sales. “All of our com¬ 
petitors are using two separate 
products/technologies to protect 
physical and virtual machines.” 

Hard Disk Manager com¬ 
bines backup and recovery, 
imaging, migration, virtual¬ 
ization, partitioning, and disk 
wiping into the most compre¬ 
hensive imaging utility on the 
market, Eickhoff says. It lets 
you migrate from P2P, P2V, 
V2V, or V2P, providing all the 
options in a recovery scenario. 


The products are easy to use, 
competitively priced with flex¬ 
ible licensing, and backed by 
some of the best customer and 
technical support in the industry. 
“We are the only player in our 
industry with all of our customer 
service and technical support 
representatives located in the 
United States,” Eickhoff says. 


Paragon Software Group 


In business since 1994 
Product family covers backup, 
disaster recovery, partition 
management, and more 
100% channel-focused sales, 
so buyers can purchase from 
their own trusted providers 

xC^paraGon 

3J HOAi/fLlIcTTiTTn 


(888) 347-5462 
www.paragon-software.com 
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SIGN UP TO RECEIVE 
THE DIGITAL EDITION . . . 



IT'S FREE 


Recortec, Inc. 

Rack Mount KVM Console 


- 1U KVM Console mounts in 19” racks 

- Cable management arm included 

- Adjustable mounting depth ball bearing slides 
-17” TFT LCD display (1280 x 1024 resolution) 

- Two-button touchpad and full size keyboard 

- Available in PS/2 or USB versions 

- Manufactured in USA by Recortec, Inc. 

- Many other keyboard/mouse combinations offered 


Do you have excess equipment? 

Post it for sale on Processor.com! 


It’s as easy as: 

. On Processor.com home page, click Used/Refurbished Requipment. 



Email: sales@recortec.com for more products 



(800) 729-7654 | www.recortec.com 


2 . 


Choose 

Post A Free 
For-Sale Listing 


Used/New/Refurbished Equipment 


• Search For-Sale Listings 

• Find Vendors 

■ i i uy UO I l- ltrom— ^ 

<^PQSt A Free For-Sale Listinq^^ 


3. Follow the on-screen directions from there! 

PROCESSOR ass 


Advertising 
( 800 ) 247-4880 
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SUPERMICR! 


iPGPU Applicatioi 


Engineering 


)ata Center] 


Oif& Gas Exploration 


iCIoud Computing 


Search Engine 


Twin Pro 2 TM 

SYS-2027PR-HT/C0/C1 (T)R 


Twin Pro™ 

SYS-2027PR-DT/C0/C1 (T)R 


Four or two hot-pluggable systems (nodes) in a 2U form factor. 

Each node supports the following: 

• Dual Intel® Xeon® processor E5-2600 & E5-2600 v2 product families; QPI up to 8GT/s 

• Up to 1TB ECC DDR3 up to 1866MHz memory in 16 sockets 

• 1 PCI-E 3.0 xl 6 slot; 1 PCI-E 3.0 x8 slot (TwinPro) 

• PCI-E SSD, dual SFP+, or GPU via "0 slot"flexible rear expansion 

• LSI 3008/3108 controller for 8x 12Gbps SAS 3.0 ports 

• Intel® C606 controller for 6x SATA3/2 ports 

• Dual Intel® X540 10GBase-T (-T versions); 
or, Intel® i350 dual port Gigabit Ethernet 

• 8x (TwinPro) or 6x (TwinPro 2 ) hot-swap 2.5"HDD bays 

• Onboard FDR/QDR InfiniBand 

• 1280W / 2000W redundant Platinum Level (94%) power supplies 

• IPMI 2.0+ KVM with dedicated LAN 

• SATA-DOM support 


CES 2014, South Hall Booth #25813 

Jan. 7-10 th , Las Vegas Convention Center 


MDigitaH We P wer the Cloud 


www.supermicro.com/TwinPro 


inside 

XEON 


© Super Micro Computer, Inc. Specifications subject to change without notice. 

Intel, the Intel logo, Xeon, and Xeon Inside are trademarks or registered trademarks of Intel Corporation in the US. and/or other countries. 
All other brands and names are the property of their respective owners 











BayTech 


37 earg Made in the 




www. bay tech, net 



Control and Circuit Metering-MRP 



Unique Features 

i All Circuit Breakers Monitored 

Most metered power solutions only monitor input power. BayTech 
monitors all circuit breakers and reports via SNMP when thresholds 
are met. 


Build Custom Power Solutions 
with Standard Modular Product 

BayTech’s MRP Modular Rack Power system provides reliable power 
distribution with maximum flexibility for receptacle selectionand power input. 



i Optional Outlet Metering with Efficiency 

Monitor individual outlets and receive current, watts, and volt-amps. 
Continuously monitoring equipment for efficiency with power factor. 


BayTech offers three classes of the MRP system. Switched and monitored, 
simply monitored and individual receptacle monitoring. 



SENSOR INPUTS 


i High Retention Cl 3 Receptacle 

Reliable integrated locking clips assure power cord retention. Unique 
to the industry and does away with nuisance wire clips. 

i Reliable PCB Power Distribution 

ISD’s (Insulation Displacement) connectors are faulty and unreliable! All 
BayTech power solutions use reliable PCB power distribution. 

i Integrated Sensor Inputs 

Eliminate the need for extra environmental monitoring devices. All 
BayTech power solutions offer two ports for external temperature and 
humidity probes. 


User friendly interface for controlling power to receptacles, monitoring Cur¬ 
rent, Voltage, Watts, Temperature, Humidity, and KW Hour Meter. 


Standard Features 

High and Low Density Models 

• 120/208/AC Single Phase 
208/400VAC Three Phase 
20,30,50,60 Amp Support 
On/Off Reboot Control 
HTTPS, SSH, SSL Access 
Radius, TACACS Authentication 

• Tool less Mounting 


Unique Features 

• Modular Design 

All Circuit Breakers Monitored 

• KW Hour Meter 

Current, Voltage and Watt Meters 
Integrated Locking Cl3 Receptacle 
(Optional) 

Reliable PCB Power Distribution 


Bay Technical Assoc. Inc. 5239 A Avenue Long Beach, MS 39560 Tel: 228-563-7334 Fax: 228-563-7335 sales@baytech.net 



724-746-5500 


BLACK BOX 


blackbox.com 


IT Infrastructure and Cabling 
Design and Sourcing Guide 

Applications | Products | Education 


224 pages of what you need to implement network 
infrastructure, from the data center to the desktop. 

» Cabling 

» Cabinets & Racks 
» Cooling 

» Infrastructure Hardware 
» Power & Surge Protection 
» Remote Monitoring 
» Testers & Tools 


To get the guide, visit blackbox.com/PR11. 
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^ herga 888.222.7270 > 


ergo.com 


GSA 


Open Racks and Enclosure Cabinets 


Offering also: 

■ Command Centers 

■ Data Centers 

■ IT Furniture 

■ Workstations 

■ Tech Workbenches 

■ Mobile Carts 

■ Enclosure Cabinets 

■ Relay Racks 


Contract 

GS-29F-0133G 


hergo YOUR trusted Technical Workspace Solutions since 1992 


56-01 55th Ave., Maspeth, NY 11378 | Tel: 888.222.7270 | 

Terms, specifications & appearance are subject to change without prior notice 


Fax: 888.410.0671 

© 2014 hergo 


Hergo - An original 
equipment manufacturer - 
is an approved supplier 
to all branches of the 
U.S. Government. 


CyberView™ 


Rackmount KVM & LCD Console Drawer 


11) Widescreen LCD Console Drawer 



• LCD Selections : 

-17" 1920x 1200 
-17" FHD 1080p 
-19" 1440x 900 

• HDMI / DVI / VGA 

• Combo KB / mouse 

• Wide range KVM integration 

• Short depth design of 18.9" only 
( 22.8" with KVM integration ) 
Options : SDI input 

DC power 


Rackmount Widescreen Display Panel 



LCD Selections : 

-17" 1920x 1200 
-17"/21" FHD 1080p 
PIP / Picture by Picture 
HDMI/DVI/VGA/Speaker 
Options : SDI input 

Multi-display control 
Touchscreen 
DC power 


Standalone KVM Switch 



• Matrix Cat6 & DB15 KVM switch 

• Combo Cat6 & DB15 KVM switch 

• DVI KVM switch 

• USB Hub KVM switch 
Options : 03 Remote access 

DC power 


AUSTIN* 

toimh 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


i nquiry@austin-hug hes.com 

www.austin-hughes.com ] 

1-510-794-2888 


IlIND^i® 

CONNECTION PERFECTION 


(888) 865-4639 

www.lindy-usa.com 


Don’t compromise your network security: Let 
LINDY help protect your most valuable asset! 

RJ45 Port Blocker with Key 

Quickly block open network ports and easily prevent 
users from connecting cables and devices or inserting 
foreign objects without permission. Helps protect against 
unauthorized access to a network or system, as well as 
prevents unintentional or malicious damage to ports. 

• Quick, easy & simple to install 

• Block physical access to RJ45 Network ports 

• Prevent damage to ports 

• Visual security deterrent 

• 10 x Blockers and 1 x Key 

System administrators can physically prevent users from connecting Pen Drives, MP3 
Players, and other USB Mass Storage Devices to their computers to copy data, introduce 
viruses, etc. The USB Port Blocker is a combined “key” and “lock” assembly which plugs 
into the USB port. Simply plug the “keylock” into the 
port and release the latch—the lock remains in place! 

Plug the key back into the lock to remove. Easy! 

• Physically blocks access to a USB port 

• Consists of 4 locks and 1 key 

• 5 different color code versions available: 
pink, green, blue, orange, white 




USB Port Blocker 
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AAVTECH 


888.220.6700 • 401.628.1600 
[AVfECH.com;; 


Prepare for the Unexpected with Room Alert® 


No one knows when or how disaster 
will strike. We just know the poten¬ 
tial is always there. So preparation 
is crucial for minimizing it’s impact 
on computers, networks, users & the 
business. 

When disasters occur, there are 
significant costs in areas that go far 
beyond the simple replacement of 
damaged hardware. This is because 
what happens in the data center 
or other facility effects the entire 
organization. If disaster strikes your 
facility, how it impact business? 

AVTECH has a full line of power¬ 
ful, scalable Room Alert solutions 
for real-time environment monitor¬ 
ing in a computer room, data center 
or other facility. All models arrive 
assembled with easy to install hard¬ 
ware, cables, sensors, easy-to-use 
logging & alerting software, printed 


documentation, unlimited technical 
support and a ‘30-Day Satisfaction 
Guarantee’. Users can typically in¬ 
stall in under 10 minutes. 

Room Alert products monitor criti¬ 
cal environment conditions like 
temperature, power, humidity, 
flood, smoke, room entry, air flow, 
motion and more, alert staff by any 
method and can take automatic cor¬ 
rective action. 



Room Alert products can monitor: 


• Temperature 

• Humidity 

• Heat Index 

• Main/UPS Power 

• Flood / Water 

• Room Entry, Motion 

• IP Network Cameras 


• Smoke /Fire 

• Air Flow 

• Sound, Light 

• Panic Buttons 

• Dry Contacts 

• Switch Sensors 

• Wireless & More 


Protect Your IT Facility... Don’t Wait Until It’s Too Late! 

*AVTECH is the worldwide leader of IT & facilities environment monitoring products. 
Purchase online at EnvironmentMonitor.com . Resellers available worldwide. 



Standard and Custom 
Cable Solutions 

• SecureSleeves making the connection 
stronger by securing plugs with 
SecureSleeves. Providing a tighter fit on 
IEC cables can prevent inadvertent 
disconnects. 

• Locking IEC Cables protect equipment 
that is vulnerable to vibration. The 
connector cannot be accidentally pulled 
or vibrated out of the inlet. 

• Colored Cables can help distinguish 
various cord functions in a high density 
installation; playing a critical role in 
quick connection identification. 

• Pre-terminated Networking Solutions 
can be installed quickly providing high 
performance and reliability; ideal 
solutions for mission critical data centers, 
temporary networks, central offices, and 
disaster recovery. 



Connect today at 1.800.870.2248 
or email ePDU@hmcragg.com 

!5hm cragg 

Quality People. Quality Power 



Join the Color Revolution! 


Why Color Coding is Important 

• Identify dual power feeds utilizing both A and 
B power paths for dual-corded equipment 

• Identify and isolate power sources 

• Makes it easier to service equipment 


Why PDU Cables Colored Boxes & Faceplates* 

• Eleven standard Pantone colors to match rack PDLTs and 
colored jumper cords 

• Perfect for color coding RWS/RWA conduit 

• Compliments colored Liquid Tight conduit 

• Available in both 1900 and weatherproof boxes 


There’s no better time to start than TODAY! 

Call today for a free brochure, or visit our website 


PDU Cables' 

866.631.4238 pducables.com 

ft 


16U Small Office Cabinet 

Ideal For Businesses Without A Dedicated Server Room 

Compact, professional look • Security lock • All doors open 180° 

• Vented front and rear doors • 1,200 lb weight capacity 
• Vertical cable management bars included 



Rack 


1-888-903-RACK (7225) 


Solutions 


www.racksolutions.com 

^EmaiMnfo^racksofijtions^com^ 
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Infra Solution S 


Smartcard Access Control for Cabinet 


Upgrade your cabinet with smartcard access control 
less than $ 350 per cabinet 



>» Key Highlights 



• Easy & quick installation 

• Designed for IT branded cabinet 

• Universal mounting cut out 

• MiFARE & Proximity compatible 

• Unique coded keys available 

• Free & user friendly management software 

• Fit for left, middle or right door opening 

• Audio & visual alarm while unauthorized access 

Options : Door sensors for audio alarm while unauthorized access 
Double security by master & user cards 


InfraSolution S series smartcard handle is designed for standalone cabinet. 
To look for network and remote control solution, 
please send your inquiry to : inquiry@austin-hughes.com 
| www.austin-hughes.coml 

1-510-794-2888 



Pegasus Computer Marketing, Inc. 

Pos Barcode Kronos - Wireless 
Depot Maintenance - Flat Rate - Sales 
1-800-856-2111 

| wwvv.pegasuscomputer.net | 



Kronos Timeclocks 

4500's - 8602800 - 001,002,003 
8602800-501,502,503 
8602004-001,002,003 
as well as all other part numbers 
400 series - 420G, 440B, 460 8c 480F 
550 and 551 

As well as all parts and accessories 



Barcode/Wireless/Mobile 



Handheld scanners 
Mobile Computers 
Vehicle Computers 




Point of Sale 

Depot and Flat Rate Repair 
Parts and Accessories 
IBM, NCR, Aloha, RcsiFlex 
and many others 


AUSTIN* 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


Family owned and operated helping customers 
keep their dinosaur equipment from going extinct 
since 1987 



www.rackmountsolutions.net 


RACKMOUNT 


Y SOLUTIONS 

Focused on U™ 


Soundproof Server Racks 
A/C Server Racks 
Cisco Switch Racks 
Custom to Exact Specs 
864 Standard Styles 


ISO 9001:2008 Quality Managed 
99 % Customer Satisfaction 
99.5 % On Time Ships 


Call 866-207-6631 


sales@rackmountsolutions.net 



Total Cable 

Solutions 



Let Total Cable Solutions bring some color to 
your data center. TCS color power cables can - 
help differentiate between main and redundant 
power. These ultra-flexible cables allow smooth installation while 
saving significant cabinet space. TCS color power cables are all UL 
certified and RoHS compliant. Available colors: 


POWER CABLES 


Cable 


ota 


utions 


Create a strong connection and prevent power cables 
from being accidentally dislodged. SureFIF is compatible 

with most standard power cables. 


www.TotalCableSolutions.com 
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Infra Power® 


PDU Inspired by Your Data Center 



Intelligent kWh PDU 

Key Highlights 

• kWh and Amp monitoring 

• Switched & Monitored models 

• Outlet-level measurement 

• Daisy chain ports up to 16 levels 

• Patented IP Dongle for IP Cost Saving 

• SNMP traps and email alerts 

• GUI management software 

• Field replaceable meter with 1.8" LCD 

• Tool less Mounting 

• Temp-humid sensor port x2 

• Circuit breaker monitoring 

• Customization on request 

• NEMA 110V /IEC 208V 
Option : Surge Protection 

EMI Filter 




AUSTIN* 

IHlIMKlii 


Austin Hughes Solutions Inc. 

8668 Thornton Ave, 

Newark, CA 94560 


i nqui ry@austin-hug hes. co m 

I www.austin-hughes.com I 

1 - 510 - 794-2666 



Both you and your company will 
benefit from attending Battcon!" 


MAY 5-7 2014 

BOCA RATON RESORT 

BOCA RATON,FLORIDA 


THE 18TH ANNUAL BATTERY CONFERENCE AND TRADESHOW 

+BATTCON 1ML 

mmSTAY ENERGIZED fcWl ■ 


EXPERIENCE 


THE 


POWER 


± Learn about the latest industry developments 
± Experience industry-specific education and networking 
± Visit trade show vendors to find solutions you need 
± Hear from leading authorities in presentations and panel discussions 
± Participate in focused breakout workshops 


Battcon always 
sells out 


Register 

Early! 



MONITOR: 


BE INFORMED ABOUT 


ENVIRONMENTAL ISSUES IN 
YOUR SERVER ROOM...EVEN 
WHEN YOU'RE SLEEPING 


• TEMPERATURE 

• HUMIDITY 

• WATER DETECTION 

• POWER FAILURE 
& MORE 


ONLY SENSAPHONE PRODUCTS CAN CALL 
AND WAKE YOU WITH A CUSTOM VOICE 
MESSAGE DESCRIBING THE SPECIFIC PROBLEM 
WITH SENSOR DETAILS 

AAAKE SURE YOU GET THE MESSAGE 


NOTIFICATION 

VIA: 

• CUSTOM VOICE 
PHONE CALL 

• EMAIL 
•TEXT 

• SNMP 


SENSAPHONE' 

REMOTE MONITORING SOLUTIONS 


877 - 373-2700 


www.sensaphone.co 



GET MORE MONEY FOR 
YOUR USED IT ASSETS! 


Servers 
HDD, SSD, 
&HBA Cards 


Memory 

Processors 


Your trusted IT asset management and 
remarketing partner for 25 years. 

Get Your Free Quote To day! 


ExitTechnologies.com 
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News 


I BYOD Grows, Continues To Redefine Business Connectivity 

There’s little doubt that the BYOD, or bring your own device, trend is changing how employ¬ 
ees work and connect in the office. In fact, a new report from Juniper Research forecasts 
that by 2018, more than 1 billion employee-owned tablets and smartphones will be in use in 
enterprises. That accounts for about 35% of all tablets and smartphones in use. 


This growth comes with concerns, Juniper Research points out: 


□ Although BYOD has tremendous benefits for employee satisfaction 
and productivity, there are significant threats. Juniper advises that 
businesses consider mobile devices as just another endpoint and be 
prepared with policies and procedures to mitigate the challenges and 
risks bound to occur. 

BYOD and mobile device management are two key drivers of the 
growth in mobile security. By 2018, more than half of all mobile 
devices in the United States will have security apps installed. 



I Mobility Creating Big Security Headaches 

Employee use of mobile devices, including smartphones and tablets, is expected to be the 
biggest security threat this year, according to a survey of IT professionals by Ponemon 
Institute. Other key survey findings: 



I Chipmakers Have A Good 2013 

Semiconductor and electronics OEMs have 
done a better job managing their inventory 
levels, and that work paid off in strong reve¬ 
nues last year. Research from IHS shows that 
third-quarter revenue among OEMs reached 
$493 billion, up 7% from the second quarter; 
fourth-quarter revenue is expected to top $540 
billion, or 10% quarter-over-quarter growth. 
After correcting for an unexpected drop in 
demand in the second half of 2012, invento¬ 
ries have been lean throughout the channel in 
2013, says Sharon Stiefel, IHS senior analyst, 
semiconductor market intelligence. 



71% of respondents say endpoint security threats have 
become more difficult to stop or mitigate in the past two years. 



68% say their mobile devices have been targeted by 
malware in the past year. 



41% say their enterprise has 50 or more malware attacks 
a month. 



39% of respondents list advanced persistent threats as one of 
their most concerning security risks. 


I IT Employment Continues Growth, 
But At A Slower Pace 

The latest figures on IT employment from 
TechServe Alliance show that the number of 
jobs increased in October, marking the 26th 
consecutive month of growth. But the pace 
of growth slowed to a relatively modest 
0.04% between September and October. 
The number of people employed in the IT 
field has increased 5.53% in the past year. 
The number of jobs in the engineering field 
also increased in October, up 0.12% from 
September and 1.5% compared to a year 
ago. “While demand for IT professionals 
and engineers remains relatively robust, the 
rate of employment growth for both groups 
has continued to slow,” says Mark Roberts, 
CEO of TechServe Alliance. Roberts says 
that the slower growth can be attributed 
at least in part to the October government 
shutdown, which created uncertainty within 
the business community. 
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I Server Market 
Remains Relatively Weak 

Although server shipments during the third 
quarter of last year were up 1.9% com¬ 
pared to a year ago, revenue was down 
2.1%, according to the latest figures from 
research firm Gartner. “The worldwide 
server market remains in a relatively weak 
performance mode,” says Jeffrey Hewitt, 
research vice president at Gartner. Hewitt 
says there were only three regions where 
vendor revenue was up: Canada (up 
6.5%), the Middle East and Africa (12.1%), 
and the United States (0.9%). The Middle 
East and Africa had the largest year-over- 
year increase in server shipments at 13%, 
Hewitt says. 


I Gartner: BYOD 

Is An Applications Strategy 

Companies need to take a broader 
approach to bring your own device, look¬ 
ing at applications and strategies designed 



for today’s world, according to research 
firm Gartner. “For CIOs to consider BYOD 
activities within their organization to be a 
temporary problem generated by a few 
disaffected employees would be a tragic 
mistake,” says Darryl Carlton, research 
director at Gartner. Most organizations 
have diverse workforces, combining full¬ 
time and part-time staff, contractors, and 
independent professionals. “We are no lon¬ 
ger developing applications for deployment 
to an exclusive user base over which we 
exert standards and control,” Carlton says. 


I As-A-Service Offerings Help 
Enterprises With Budgets, Flexibility 

Cloud, mobile, analytics, social, sensors, 
in-memory computing, and other new 
technologies offer great opportunities for 
innovation and competitive advantage, 
says Susan Tan, research director at 
Gartner. But most organizations don’t 
have the resources, skill sets, and time 
to adopt them. That’s where integrated 
platform solutions, delivered in a software- 
as-a-service or business process-as-a- 
service manner can assist enterprises 
wanting to deploy new technologies, 

Tan says. By 2018, Gartner predicts that 
20% of spending on new technologies 
will be for full integrated as-a-service 
platform solutions, including such things 
as digital marketing, mobile wallet, and 
e-commerce, she says. 


I IDC Puts Numbers On Good Year 
For Smartphones... 

When final numbers are tallied, research 
firm IDC predicts that worldwide smart¬ 
phone shipments will surpass 1 billion units 
in 2013. That number, up 39.3% from 2012, 
comes as mature markets near smartphone 
saturation but as emerging markets look 
for low-cost computing, IDC reports. IDC 
expects smartphone shipments to top 1.7 
billion units by 2017 for a compound annual 
growth rate of 18.4% between now and 
then. Much of the growth can be attributed 
to a steady decline in average selling prices, 
according to IDC. “Just a few years back, 
the industry was talking about the next bil¬ 
lion people to connect, and it was assumed 
the majority of these people would do so 
by way of the feature phone. Given the 
trajectory of ASPs, smartphones are now a 
very realistic option to connect those billion 
users,” says Ryan Reith, program direc¬ 
tor with IDC’s Worldwide Quarterly Mobile 
Phone Tracker. 


I ... But A Not-So-Good Year For PCs 

2013 PC shipments were worse than origi¬ 
nally projected. IDC, which previously 


predicted that worldwide PC shipments 
would drop 9.7% last year, now expects 
final numbers to show a drop of 10.1%. 
That’s by far the most severe yearly 
contraction on record, according IDC. 
“Perhaps the chief concern for future PC 
demand is a lack of reasons to replace 
an older system,” says Jay Chou, senior 
research analyst, Worldwide Quarterly 
PC Trackers at IDC. Although the PC 
remains the primary computing device— 
used more hours per day than tablets or 
phones—usage is declining each year as 
more devices become available, Chou 
says. In 2013, IDC figures show that the 
commercial market (down 5%) fared better 
than the consumer market (down 15%), but 
the long-term outlook for both markets is 
expected to show near-flat growth. 



I Federal Government Agencies 
To Spend More On Security 

Government offices have been increasing 
their security spending in recent years, to 
the tune of about 4% growth annually, and 
new research from IDC shows that trend 
will continue for the foreseeable future. By 
2017, IDC predicts that federal government 
agencies will spend about $7.3 billion on 
IT security, up from $5.9 billion in 2012. 
Spending on unified threat management 
tools will increase the most, going from 
$213.8 million in 2012 to $541.4 million in 
2017. IDC research shows that staff sala¬ 
ries account for between 85 and 91% of 
total IT security spending as people, rather 
than automated processes, are still needed 
to make decisions and set configurations 
when new threats are detected. 
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HOW TO 


Take Steps To Improve 
Data Center Efficiency 

Upgrades, Resources & Strategies That Can Reduce Energy & Power Usage 



Discussions about data cen¬ 
ter efficiency often focus on 
airflow issues, while other pos¬ 
sibilities, including ones that rep¬ 
resent the best use of an enter¬ 
prise’s money, are glossed over. 
Here are some options that can 
translate to less energy and 
power usage, better performance, 
less maintenance, smarter equip¬ 
ment upgrades, and more. 

Spot The Killers 

Roger Tipley, board member 
of The Green Grid, says the most 
energy-efficient data centers 
are ones in which utilization of 
all equipment is high, meaning 
PSUs, cooling equipment, and 
power distribution gear have the 
lowest percentage energy losses. 

Jack Pouchet, vice presi¬ 
dent of The Green Grid, says 
efficiency killers can surface 
when individual departments 
own assets, including servers 
that are purchased for specific 
purposes but never fully uti¬ 
lized from the start and may 

Get Started 


now be running at low capaci¬ 
ties if they’re being used at all. 
He recommends identifying all 
servers, who owns them, their 
usage percentages, and avail¬ 
able excess capacity and con¬ 
solidating older devices (“cer¬ 
tainly anything five or more 
years old”) via virtualization. 

Laura Viars, account man¬ 
ager at Rackmount Solutions 
(866/207-6631; www.rack 
mountsolutions.net), says old 
equipment takes up too much 
space and too much power, and 
it doesn’t offer any beneficial 
performance returns. “Replacing 
aged electronics will typically 
make the greatest difference in 
data center efficiency,” she says. 

Eric Woods, research direc¬ 
tor at Navigant Research, says 
efficiency killers result from 
a combination of older equip¬ 
ment and longer upgrade 
cycles. It’s key that data cen¬ 
ter managers ensure they’re 
using all existing features and 
tools they already possess, he 


says, including server power- 
management settings, PDU and 
UPS alarms and alerts, and sup¬ 
plier-provided software tools. 

Be Smart, Spend Smart 

Invest in high-efficiency trans¬ 
formers in PDUs and high-effi¬ 
ciency UPS systems, says Ken 
Koty, sales engineer at PDU 
Cables (866/631-4238; www 
.pducables.com), and be sure to 
check server efficiency ratings. 

Koty describes a test area he 
helped create in a data center to 
test-run equipment under consid¬ 
eration for purchase, including 
checking power draws vs. work¬ 
load the equipment could handle. 
This ensured potential energy- 
savings opportunities were part 
of the buying decision. “In a 
well-designed data center, nearly 
40% of all energy consumed is 
spent on cooling, he says. “If not 
optimized, cooling costs can mn 
even higher. Money spent on 
improving cooling efficiency is 
money well spent.” 

Pouchet says many enterpris¬ 
es keep computer and network 


• Identify older, less efficient, and 
underutilized data center equip¬ 
ment that you can replace, con¬ 
solidate, or better maximize. 

• Use tools you already have 

to implement better efficiency- 
related management and 
control of your data center. 

• Implement simple, affordable 
fixes (cable management, for 
example) to improve energy 
and power efficiency. 


rooms too cold. The days of 
keeping IT gear at 60 degrees 
Fahrenheit “are long gone,” he 
says; adjusting to 70/72F can 
save significant energy. Other 
easy tactics include using blank¬ 
ing plates in racks to reduce 
hot/cold zone/aisle mixing and 
hanging plastic curtains in com¬ 
puter rooms with four or more 
racks to ensure cold air remains 
in front of server cabinets. 

Viars says investing in an 
appropriate and strategic rack/ 


Portable anemometers and thermometers are a cheap and easy- 
to-use way to record temperatures and airflow in the data center. 
Managers can mark the readings on a map and then seal floor 
openings and move perforated tiles to balance airflow and tem¬ 
perature. Also check existing system admin tools that can address 
specific issues rather than buying broader suites that may be over¬ 
kill. The Green Grid offers such resources as Free Cooling tools, 
a PUE Estimator, and Data Center Maturity Model to assess and 
plan for improved sustainability practices. 
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cabinet layout is one of the 
most inexpensive upgrades. 
Don’t overlook unused space in 
racks and better cable manage¬ 
ment, she says. 

One affordable way to 
improve airflow is to fully popu¬ 
late racks and implement logical 
cooling systems (such as in-row 
solutions), she says. Better cable 
management can and should 
occur within the rack and under¬ 
neath raised flooring, if appli¬ 
cable. “Even the most complex 
cable-management scenarios 
can be accomplished relatively 
inexpensively when compared 
to the costs of other data center 
upgrades,” she says. 

The Green Grid’s Tipley 
says data centers or rooms 
with a PUE metric too high 
(2.0 or higher) should focus on 
power and cooling infrastruc¬ 
ture improvements to decrease 
wasted energy. As data centers 
approach an ideal PUE score, 
focus on buying IT equipment 
that delivers the needed service 
level with a lower energy burden, 
he says, as equipment is continu¬ 
ing to deliver better performance 
per energy unit consumed. 

Other Fixes 

Where servers, UPSes, 
switches, and other such equip¬ 
ment are concerned, Viars says, 
“if you aren’t using up-to-date 
equipment, there’s a pretty solid 
chance that it’s costing you 
money.” Often, older equip¬ 
ment isn’t designed for high¬ 
er-density data center designs 


compared to newer energy- 
efficient equipment that has 
smaller form factors “to get 
more out of your real estate,” 
she says. She recommends buy¬ 
ing equipment with Energy Star 
ratings. Benefits can include 
efficient PSUs, advanced power- 
management features, and gen¬ 
eral efficiency ranges of 92 to 
95% for UPSes. 

Other simple fixes include 
using better-quality perforated 
floor tiles and sealing under¬ 
floor cable and pipe penetra¬ 
tions with brushed grommets, 
Koty says. More complex 
options include switching to 
ECM or VFD fans for CRAC 
units and installing an energy 
monitoring and control system. 

Pouchet says to specify the 
most efficient platform for the 
intended workload with each 
new technology refresh. “Seek 
out Platinum-rated power sup¬ 
plies, lowest power processors 
and memory, and don’t over¬ 
load the system with memory 
that will never be used.” 

More complex options 
include conducting an audit 
for energy efficiency. Even 
if there’s only one HVAC 
unit, it can be a candidate for 
upgrades, such as new ther¬ 
mal and airflow controls. Be 
sure to check if local utilities 
provide incentives for such 
upgrades, Pouchet says. 

Ensure UPS systems are 
inspected. “You don’t want 
to find out the batteries can’t 
carry a load, even though all 


the lights are green (especially that leads to downtime will eat 
the case in rackmounted UPS up any possible energy or ser- 
systems),” he says. “One fault vice charge savings.” 


Action Plan 

Assess. Assess the data center’s energy usage and sus¬ 
tainability state to help pinpoint areas for improvement. 

Optimize. Look for optimizations that don’t require additional 
investments, such as adjusting temperature set points. 

Equip. Identify older, inefficient legacy equipment and 
replace it, ensuring comprehensive power usage monitoring 
is in place. 

Tidy up. Check for cabling messes and equipment scattered 
over many racks. 

Get powerful. Check where power is going and if there are 
racks strained for power or holding stranded power. 

Maximize. Create a layout that enables maximizing rack 
space and makes best use of the cooling model in place. 


Top Tips 

Address airflow. Without improving and eliminating airflow 
issues, even new, more efficient equipment with increased 
capacity can still result in energy being wasted. 

Get proactive. Check if local utility companies provide free 
audits, incentives, and rebates regarding energy efficiency 
solutions; if vendors offer services to help establish baselines; 
and www.dsireusa.org for state and local programs. 

Get smart. While upfront costs are higher, using smart PDUs 
in cabinets can provide advanced reporting to provide visibility 
into areas housing stranded power that, when addressed, can 
save money over time. 
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HOW TO 


Make Sure Your Enterprise 
Can Survive A Cloud Failure 

What You Can Do To Prepare For & React When A Cloud Provider’s Service Goes Down 



Eventually, all cloud 
providers will experience a fail¬ 
ure. That’s why no cloud pro¬ 
vider guarantees 100% uptime 
and why it’s vitally important 
enterprises using a provider 
prepare for that day. This 
includes calculating the costs 
the enterprises can suffer in 
terms of revenue, hits to reputa¬ 
tion, and more. The following 
details strategies and advice for 
identifying the risks of using 
a cloud provider and putting 
the enterprise in a position to 
appropriately deal with failures. 

Prepare Well 

Providers experience fail¬ 
ures or even suddenly go out 
of business, which is why you 
must have a comprehensive 
business continuity and disaster 
recovery plan in place before¬ 
hand. This is true no matter 
your enterprise’s size, says 
Amy Larsen DeCarlo, Current 

Get Started 


Analysis principal analyst. 
“Key data needs to be continu¬ 
ously backed up, and the com¬ 
pany needs to have contingency 
plans in place that include some 
built-in redundancies, automat¬ 
ic failover, and a backup cloud 
provider,” she says. 

Small to midsized enterprises 
(SMEs) are particularly vulner¬ 
able because the cloud providers 
that cater to their needs “don’t 
always offer the same levels of 
protection that larger suppliers 
provide,” DeCarlo says. Further, 
these providers aren’t always 
as financially stable as bigger 
counterparts, she says. 

John Howie, chief operat¬ 
ing officer at Cloud Security 
Alliance, says that many cloud 
service providers offer services 
with “less interruption and far 
smaller time to restore service” 
than the average SME. Still, 
SMEs must plan for service 
interruptions with the strategies 


used varying depending on the 
service, he says. 

Typically, IaaS providers are 
“very clear that their service is 
subject to failure and offer ser¬ 
vice-specific guidance for con¬ 
sumers,” he says. Usually, that 
guidance includes provision¬ 
ing multiple instances of ser¬ 
vice in different zones, areas, or 
regions so if one fails, the other 
continues uninterrupted. 

Guidance with PaaS provid¬ 
ers, meanwhile, is usually ser¬ 
vice-specific and varies greatly 
among providers due to services 
being implemented in various 
ways (unlike IaaS), Howie says. 

Where SaaS is concerned, 
enterprises have little control 
over availability beyond “per¬ 
haps specifying where they’d 
like service to fail over to,” 
Howie says. If a provider ceases 
service altogether, SMEs must 
know how they’ll move applica¬ 
tions and data from one provid¬ 
er and to another. “Regular (at 
least annual) tests of this are a 
must,” he says. SMEs must also 
prepare for outages by having 


Key Points 


• Implement a thorough busi¬ 
ness continuity and disaster 
recovery plan. 

• When a failure occurs, inform 
all affected parties and turn to 
manual systems you’ve pre¬ 
pared ahead of time. 

• A cloud providers’ services 
are generally highly reliable 
and experience less interrup¬ 
tion and time to restore than 
many enterprises do. 


manual systems and local rep¬ 
licas of data such as orders and 
customer lists prepared they can 
use if the outage is prolonged. 

Know How To React 

When a failure does occur, 
Howie says the first step is 
communicating the failure to 
all affected parties, including 
employees, partners, contrac¬ 
tors, and customers. Next, 
implement manual systems 
you’ve prepared ahead of time, 


To effectively deal with a cloud provider’s service failure, have inter¬ 
nal backup and redundancy plans in place and a secondary pro¬ 
vider lined up. Additionally, have a real understanding of the service 
being used and spend time building a cloud solution that meets 
your needs, including uptime requirements. Press the cloud provid¬ 
er for information regarding how it architects services to eliminate 
single points of failures and what redundancies are built in. Also ask 
for guarantees around recovery times, not just availability, and be 
conscious of how an even relatively high-availability guarantee may 
still allow for considerable downtime on a monthly basis. 
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and then monitor the provider’s 
situation and plan to move sys¬ 
tems and processes back to the 
cloud once problems are fixed. 
“SMEs will need to be aware of 
potential lost data and the need 
to integrate data, such as orders 
and updates, collected through 
the manual systems during the 
outage,” Howie says. 

DeCarlo advises having a sec¬ 
ondary provider in line so that 
the company can resume opera¬ 
tions. “Key information should 
be backed up and recoverable in 
a short time frame,” she says. 

Rachel Dines, senior analyst 
at Forrester Research, says it’s 
important to know what ser¬ 
vices the enterprise will and 
won’t receive from the cloud 
provider to clear up confusion 
and assumptions about who is 
responsible for what. 

“It’s best to assume, when 
working with a public cloud 
provider, that the additional 
services they’ll deliver are 
minimal. Also, even within a 
single cloud provider, there are 
different and often confusing 
policies around resiliency,” 
she says. For example, the 
same provider may have dif¬ 
ferent resiliency policies for its 
different service types. 

Calculate The Risks 

A key aspect of preparing for 
a failure is realistically calculat¬ 
ing what it’s likely to cost the 
business. Quantifying a finan¬ 
cial number can be hard or 
even impossible, DeCarlo says, 


because a failure can mean not 
only immediate lost business but 
damage to the company’s reputa¬ 
tion. “Depending upon the nature 
of the business, organizations 
may also be subject to regulatory 
penalties or there could be legal 
implications of unplanned down¬ 
time,” she says. 

Howie advises SMEs use 
exactly the same approach and 
formula to calculate cloud fail¬ 
ure costs that’s used to calculate 
failures involving on-premises 
IT solutions. The greatest risk 
of depending on cloud provid¬ 
ers is “the general frustration 
and uncertainty that comes with 
shifting responsibility for various 
aspects of IT operations, includ¬ 
ing service availability, to cloud 
providers,” he says. 

During an outage, manage¬ 
ment and staff must realize they 
have far less control over the 
situation than they’d like, and 
“knowing when service will 
be restored will be difficult to 
ascertain,” he says. 

Howie emphasizes that the 
likelihood a cloud service will 
fail is far less than with tradi¬ 
tional on-premises solutions. 
“When used correctly, IaaS can 
be extremely reliable, especial¬ 
ly where multiple providers are 
used, and most PaaS and SaaS 
services commercially avail¬ 
able are far beyond the average 
99.9% availability marketed,” he 
says. “It’s far more likely a tele¬ 
communications failure will ren¬ 
der a service unavailable than the 
service itself go down.” 


Action Plan 

From a resiliency perspective, Forrester Research Senior 
Analyst Rachel Dines suggests the following to vet a cloud 
provider’s disaster recovery abilities: 

• Audit backup/disaster recovery plans and review planning 
documents 

• Know where recovery centers are geographically located 

• Know what happens to data if a failure occurs at one site 

• Determine if data is moved outside the country/region 

• Know the service levels guaranteed during a disaster 

• Ask for expected/guaranteed RTO and RPO times 

• Know how data is backed up, where, and how often 

• Know the protocol used to restore data from backups 

• Know the retention policy regarding backups 

• Determine the resiliency of the provider’s data center 
facility such as Tier III or IV equivalent or SSAE16 compliant. 


Tod Tins 

Cloud uptime. Cloud providers are generally better at running their 
systems and maintaining service availability than small to midsized 
enterprises, says John Howie, Cloud Security Alliance COO. 

Adapt. Beyond having a contingency plan, be “prepared to adapt 
and adapt quickly,” says Current Analysis Principal Analyst Amy 
Larsen DeCarlo. 

Double up. Consider using a cloud-to-cloud continuity service that 
can automatically route traffic from one cloud center to another, 
whether within the same provider’s network or to another provider. 


Processor.com • Vol. 36 Iss. 1 • January 10,2014 • Processor® 17 










HOW TO 


Prepare For 40GbE, 
lOOGbE & Beyond 

Start Eyeing Your Enterprise’s Networking Future Today 



Odds are pretty good 

your enterprise has already 
moved to lOGbE. Odds are 
also good that despite this, 
you have wisely already 
turned an anticipatory eye 
toward an eventual migra¬ 
tion to 40GbE or lOOGbE. 
But how do you envision 
your enterprise’s network¬ 
ing future, including the ben¬ 
efits and potential pitfalls to 
upgrading, and know when 
the time is right to upgrade? 
Here’s some advice. 

Envision The Future 

Although larger data centers 
have already embraced 40GbE, 
and in some cases lOOGbE, 
mainstream data centers won’t 
until they require the speed 
to carry the aggregate data 
load they handle, says Forest 
Preston, switch product man¬ 
ager at Supermicro (408/503- 
8000; www.supermicro.com). 

Get Started 


Conditions such as latency and 
data transfer times concerning 
some critical applications can 
propel early adoption, howev¬ 
er. “The technology is there, 
the standards are pretty well 
set, and the price curve will 
follow,” he says. 

Mike Fratto, senior analyst 
at Current Analysis, says 
lOOGbE is “off the table” 
currently for small to mid¬ 
sized enterprises because of 
costs, and it primarily only 
makes sense for cloud pro¬ 
viders, Internet providers, 
and the largest enterprises. 

Most servers use lGbE 
links (often with two to four 
Ethernet interfaces), thus 
“moving to lOGbE, then 
40GbE ISLs [inter-switch 
links] as the cost drops, 
makes sense,” Fratto says. 
Most enterprises likely 
aren’t pushing lOGbE ISL 
to capacity, he says, “so the 


next incremental uptick will 
be 40GbE.” 

Alan Weckel, vice presi¬ 
dent at Dell’Oro Group, 
says enterprises beginning 
to deploy lOGbE servers or 
802.1 lac for campuses like¬ 
ly “will need to upgrade to 
40/100GbE relatively soon.” 
Small to midsized enterprises, 
however, likely have no mid- 
or long-term need for lOOGbE 
because they’ll likely shift 
those applications that need 
such bandwidth to cloud pro¬ 
viders, he says. 

Enterprises that have 
migrated to 40GbE and 
beyond, Weckel says, are 
seeing benefits in applica¬ 
tion performance. Mostly, he 
says, “it’s in the aggregation 
layer of server access that’s 
allowing them to increase 
their application performance 
and the number of applica¬ 
tions that a business can run 
at one time.” 

Preston says 40GbE and 
lOOGbE were designed with 
specific target applications 


Key Points 


• Because of costs and other 
factors, most data centers are 
better suited for network migra¬ 
tions to 40GbE than lOOGbE. 

• Determining which applica¬ 
tions you eventually plan to 
move to the cloud can influ¬ 
ence future networking plans. 

• Companies that have already 
migrated to 40/100GbE are 
seeing benefits in application 
performance. 


in mind, with lOOGbE appli¬ 
cations targeted for service 
provider core and aggrega¬ 
tion networks, metro core, 
and large campus core net¬ 
works. 40GbE applications 
are targeted for short-reach 
data center core and aggre¬ 
gation layers or top-of-rack 
server aggregation. “40GbE 
is also envisioned as the 
next logical speed for blade 
server access and server 
NICs,” he says. 


Forest Preston, switch product manager at Supermicro 
(408/503-8000; www.supermicro.com), says having the right 
human resources is the most important investment any enter¬ 
prise can make when preparing for a new network technology. 
Alan Weckel, DelPOro Group vice president, says small to 
midsized enterprises may need to invest in automation tools 
for application movement between the cloud and for the con¬ 
figuration of network resources to “keep up with the almost 
exponential increase in applications the enterprise will need to 
support in the coming years.” 
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Start Preparations Early 

Starting preparations early 
is the key to a successful 
migration to 40 or lOOGbE. 
Small to midsized enterprises 
can conduct valuable activi¬ 
ties such as awareness, train¬ 
ing, and personnel develop¬ 
ment, Preston says. 

Weckel advises begin¬ 
ning to plan which portions 
of the data center will stay 
onsite and which will move 
to the cloud. This can help 
determine the bandwidth that 
applications will require and 
the bandwidth that users will 
consume. “This will enable 
them to consolidate data cen¬ 
ter equipment as they move 
toward the cloud and deploy a 
campus network with enough 
bandwidth (either 40GbE 
or lOOGbE) to support their 
users,” Weckel says. 

Fratto warns that moving 
to 40/100GbE can be dis¬ 
ruptive “because it means a 
whole new cabling plant, and 
few enterprises are paying 
attention right now.” Moving 
from lGbE to lOGbE was an 
incremental change, he says, 
and if companies already had 
fiber installed, they could 
reuse it. “ 

With 40 and lOOGbE fiber, 
that old fiber plant won’t 
work because the new fiber 
cables will need 8-fiber cores 
for 40GbE and 20 cores for 
lOOGbE. That 2-core fiber 
cabling that was supposed to 


last forever won’t work any¬ 
more,” Fratto says. 

Embrace The Benefits 

Generally speaking, says 
Supermicro’s Preston, the vis¬ 
ible benefits of a 40/100GbE 
upgrade are “those that were 
seen in the transition from 
1 to lOGbE,” specifically 
improved data movement and 
management, increased server 
resource availability, reduction 
in data bottlenecks, and higher 
server access speeds. 

Enterprises that rely on their 
server networks to produce 
revenue for their businesses 
can expect to generate the 
greatest business value from 
upgrading their networks now, 
Preston says, and also see the 
highest net present value or 
ROI by migrating to the latest 
networking technologies. 


Action Plan 

When beginning a network technology migration, Forest Preston, 
switch product manager at Supermicro (408/503-8000; www 
.supermicro.com), suggests doing so in conjunction with a server 
refresh and storage technology upgrade, as ignoring any one 
aspect “would invite disaster" because of potential unforeseen 
bottlenecks and inefficiencies. He suggests the following: 

Do some testing. Start a network upgrade with a laboratory 
demo to iron out any kinks and bugs. 

Try a pre-rollout. Initiate a pilot project before a full-scale roll¬ 
out of the new network technology occurs. 

Take it in stride. Roll out the new networking technology 
in stages. 

Begin with the essentials. Start with the highest speed core 
components and move out to aggregation resources and indi¬ 
vidual server and storage units and interfaces. 


Top Tips 

Assess data center design. Plan for the future by determining the applications you’ll keep within 
the data center and which you’ll move to a private/public cloud. This will help with decisions about 
the network’s architecture and bandwidth requirements. 

Plan to upgrade. Work with an experienced vendor to schedule and implement a network upgrade 
to see benefits in communications, training, maintenance, and efficiency. 

Know the “why” behind your move. When working to obtain a decision maker’s approval, have 
an overall data strategy and network architecture plan and be able to outline the benefits of a move 
to 40/100GbE. 

Don’t delay. Enterprises that rely on server networks to generate business revenue can arguably 
claim the greatest business value from upgrading their networks now. 
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SIX QUICK TIPS 


Keys To Successful Backups 

A Big-Picture View & Willingness To Explore New Technologies Can Help 



Backups. Just seeing or 
hearing the word can often 
invoke thoughts of headaches 
and anxiety for data center 
and IT professionals. 

“Backups are the oil changes 
and lube jobs of the data cen¬ 
ter—necessary to keep things 
running well,” says Charles 
King, principal analyst at Pund- 
IT. “Backups tend to be the job 
nobody wants.” But it doesn’t 
have to be that way. Here are 
tips and advice from industry 
insiders that can help improve 
your backup processes. 

Take A Strategic View 

One reason backups continue 
to be the bane of existence for 
data center professionals is that 
they’re missing the overall stra¬ 
tegic picture, says Mike Karp, 
vice president and principal ana¬ 
lyst at Ptak Associates. “Until 
recently, very few companies 


have taken a strategic view 
toward data, including what is 
valuable, what isn’t, and how 
best to protect,” he says. 

“If I were to go in and start 
an enterprise data center,” Karp 
says, “the first thing I want to 
understand is the value of the 
data.” By knowing that, you 
can better allocate resources. 

For example, he says, if you 
have a sales database, that’s pret¬ 
ty valuable, while a spreadsheet 
created by some department 
running a football pool is not 
as important. “You have finite 
IT resources and want to make 
sure the first one isn’t getting the 
same resources as the second.” 

You also need to understand 
the value of data over time. 
Although data has a life cycle, 
and most data depreciates over 
time, that’s not always the case, 
Karp says, so time can’t be the 
only consideration. “You have to 


really know your data, and gen¬ 
eralizations are not that useful.” 

Also consider the data’s 
value relative to the resources 
you have and its value relative 
to other data. “Assuming you 
understand that really well,” 
Karp says, “there’s just never 
enough time to do things, so 
you want to figure out the most 
efficient way to deal with it.” 

It eventually comes down to 
a series of service-level agree¬ 
ments, Karp says. How quick¬ 
ly do you have to recover? 
What level of granularity do 
you need to recover to? 

Look At What You Have 

After you know the relative 
value of your data, evaluate 
your current polices, proce¬ 
dures, and hardware, King says. 

If you haven’t recently 
assessed your backup poli¬ 
cies and processes, you need 
to ensure they still meet the 
requirements of the business, 
he says. “Along with that, I’d 
review the status of the backup 


environment and how well IT 
is doing its job,” he says. 

Don’t just assume backup 
and recovery processes you 
developed years, or even just 
months, ago are still the best. 
“Too many organizations put 
backup processes in place and 
then push them out of mind,” 
King says. “With annual data 
growth averaging around 40% 
for most businesses, that’s a 
recipe for disaster.” 

But, King says, don’t be in a 
rush to make a series of chang¬ 
es all at once. “It’s not unusual 
for businesses to panic and try 
to change everything at once, 
usually with very poor results.” 

Invest In Newer Technologies 

As you’re evaluating the cur¬ 
rent processes and tools you 
have in place, look at how new 
technologies and hardware can 
improve your backups. 

“Start paying more atten¬ 
tion to software and less atten¬ 
tion to hardware,” Karp says. 
“Management is where most of 


Backups In The Future 

When it comes to the future of backups, Robert Bready, 
research director of the IT infrastructure group at Aberdeen 
Group, says business continuity will play a big role. “It’s a 
global, virtual economy, with demand 24 hours a day, seven 
days a week, 365 days a year,” he says. “Traditional backup 
methodologies aren’t going to cut it.” 

Bready says a relatively new breed of business continuity 
appliances let you back up to an onsite appliance, which is 
then replicated to virtual machines and the cloud. That way, 
your backups are available both locally and geographically, he 
says. “It’s the way to go for small to midsized enterprises.” 
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the expense is. The more effi¬ 
ciently you can manage it, the 
more value you’ll get out of it. 

Karp says one place to start 
is by getting rid of useless data 
using data reduction technolo¬ 
gies such as deduplication 
and file compression. “If you 
reduce the sheer amount of 
data by getting rid of dupes, 
you still have same amount of 
information but less data. That 
makes things somewhat easier 
for you because there’s less 
stuff to take care of,” he says. 

Pund-IT’s King says you’ll 
also want to consider solutions 
that automate processes critical 
to successful backups. “Effective 
automation will be key to adapt¬ 
ing to data growth,” he says. 

Karp says automation is 
“not about laying people off.” 
Rather, through automation, 
you’re able to turn IT around 
from being a cost center to pro¬ 
viding value. “Automation pro¬ 
vides an opportunity to capture 
the best practices of your senior- 
most people and capture those 
as a set of policies.” Instead of 
spending their days doing repet¬ 
itive tasks, employees can focus 
on higher-value work. 

In some cases, equipment 
upgrades might also be needed. 
“Add efficiency as equipment 
in the data center gets long in 
tooth, and retire it,” Karp says. 
He says some of the newer tech¬ 
nologies, such as backing up to 
disk or even disk-to-disk-to-tape, 
add tremendous value. “With 


some equipment, it’s cheaper to 
stop using it and buy new stuff. 
Everybody always looks at 
CAPEX, but it’s really quarterly 
OPEX that will kill you.” 

Test Your Processes 

You can have the best 
backup tools and processes in 
place, but they’re worthless if 
employees don’t know what to 
do if a disaster happens. 

Robert Bready, research 
director of the IT infrastructure 
group at Aberdeen Group, says 
you need to make sure employ¬ 
ees can follow your disaster 
recovery plan. If a critical app 
or server goes down, how do 
they get that back up and run¬ 
ning? What do they do if a par¬ 
ticular staff person is not there? 

Bready says Aberdeen Group 
research found that only 55% 
of enterprises have a disaster 


recovery document in place. 
“Even though they have the tech¬ 
nology, they don’t have a plan 
and do not test,” he says. “You 
can back up all you want, but 
if you don’t know the steps to 
restore that, and you haven’t tried 
it before, you’re in trouble.” 


Karp says the importance of 
testing can’t be overempha¬ 
sized, and he suggests hav¬ 
ing junior IT employees do 
it. “You know that nothing is 
going to go wrong until the 
one day that the senior IT guys 
are all gone. It happens.” 


Consider The Cloud 

When it comes to choosing the best backup system and 
recovery plan for your enterprise, you don’t have to do every¬ 
thing yourself, says Mike Karp, vice president and principal 
analyst at Ptak Associates. 

“If you store something in cloud, that frees you up from a lot 
of the decisions you have to make,” he says. When you enlist 
the help of a cloud provider, part of the contract and service 
negotiations covers the level of service, including how quickly 
you recover and the granularity of recovery. “That may be 
something that makes sense to hand over to someone who 
does this for a living,” he says. 


BONUS TIPS: 

Know Your Software 

Once you’ve implemented 
backup and recovery tools, 
make sure employees are 
educated on the particular 
backup and storage tools that 
they’re using, says Robert 
Bready, research director of 
the IT infrastructure group at 
Aberdeen Group. Then make 
sure you’re using those tools 


to their full potential, says Mike 
Karp, vice president and princi¬ 
pal analyst at Ptak Associates. 
For example, he says, “logs are 
not the most interesting read¬ 
ing material, but if something 
goes wrong, that will frequently 
show you what went wrong or 
what didn’t work.” 

Seek Help From A Vendor 

Don’t be afraid to enlist the help 
of your vendor. Karp says when 


you purchase from a reseller, 
you get more than just a prod¬ 
uct or solution. “Engage with 
those guys,” particularly if you 
have questions or problems, he 
says. ‘Along with that relation¬ 
ship you build with a reseller, 
you get not just a relationship 
with sales, but with the techni¬ 
cal guy behind him. In this 
case, your sales guy becomes 
your friend who will go to the 
tech guy to keep you happy.” 
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SIX QUICK TIPS 


Server Technologies & 
Trends For The New Year 

Virtualization, Cloud Computing, Optimization & Efficiency Will Drive Future Innovation 



Servers continue to im¬ 
prove in terms of both perfor¬ 
mance and efficiency as data 
centers focus more on virtual¬ 
ization and energy cost savings. 

But it’s hard to get a clear 
picture of where this innovation 
will go in the future without 
understanding what features 
and trends are driving these 
performance and efficiency 
gains. The past few years have 
introduced quite a few new 
changes to the server world, 
and this year will be no differ¬ 
ent. Here are a few new tech¬ 
nologies and trends to be aware 
of this year and beyond. 

A Three-Way Split 

Andrew Butler, research vice 
president and distinguished 


analyst at Gartner, says that 
there will be new technologies 
galore in the next two to three 
years, including “integrated 
systems and fabrics, appli¬ 
ances, cloud infrastructure, 
extreme low-energy servers, 
and hyperscale workloads.” 

Although these technologies 
will surely bring about greater 
innovation, Butler says they 
also will create “even great¬ 
er disruption” in the market¬ 
place. This disruption will lead 
to challenges for vendors and 
users alike as companies try to 
determine which user category 
they fall into. 

The first group, Butler 
says, are “risk-averse Type C 
users” who are likely to stick 
with traditional infrastructure 


dominated by well-known 
brands. The second group 
consists of “users of disrup¬ 
tive technology where known 
vendors attack new adja¬ 
cent markets,” he says. For 
instance, this could be a pri¬ 
marily network-based or tele- 
communications-based com¬ 
pany deciding to move into 
the blade server market. 

The third group consists 
of “users willing to take the 
greatest risks to achieve com¬ 
petitive advantage,” which 
will open up opportunities 
for “emerging vendors with 
more radical approaches,” 
Butler says. As vendors 
release new servers, buyers 
will need to decide which 
category their company 
falls into and exactly how 
risk averse they are toward 
emerging technologies. 

Multinode Servers & 
Increased Density 

Multinode server tech¬ 
nology has been growing in 


popularity recently, to the 
tune of 13,000% over the past 
four years, Butler says. 

Multinode servers help 
with consolidation and opti¬ 
mization by allowing you 
to fit more servers into the 
same chassis. For instance, 
a 2U chassis could support 
four servers and up to 64 
processor cores using multi¬ 
node technology. 

“Multinode servers are tak¬ 
ing over workloads that were 
once a stronghold for blades,” 
Butler says. He expects that 
17% of the x86 market will be 
hyperscale by 2015. He also 
adds that the “new interest in 
an ELE [extreme low energy] 
server market will stimulate 
new multinode design con¬ 
cepts” and that “multinode 
and ELE are opening potential 
for ODM vendors and new 
market entrants.” 

Big Data & The Cloud 

According to IDC, spend¬ 
ing on big data technologies 


There Is Still No Silver Bullet 

“Few organizations will meet all their needs with one single 
form factor or operating system choice,” says Andrew Butler, 
research vice president and distinguished analyst at Gartner. 
That’s why you need to profile the capacity needs of work¬ 
loads to assess different form factors, he says. For instance, 
Butler says you should “consider blades when maximum 
performance per watt or performance per square meter is 
key,” but “consider multinode servers when maximum hori¬ 
zontal scaling at lowest cost is required.” 

He also adds that, because of the growth of virtualization, 
companies should include storage and networking vendor 
preferences in the decision-making process. It takes a 
mix of solutions to get the best performance, so you need 
to ensure all of your preferred vendors’ products properly 
integrate with each other. 
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and services will grow by 
30% this year, and there will 
be a race to develop data- 
optimized cloud platforms 
capable of leveraging high vol¬ 
umes of data and/or real-time 
data streams. 

Because the number of 
cloud-dedicated data cen¬ 
ters continues to grow, IDC 
reports, the market for serv¬ 
er, storage, and networking 
components will increas¬ 
ingly be driven by cloud 
service providers, who have 
traditionally favored highly 
componentized and com¬ 
moditized designs. 

The combination of these 
factors means that many 
cloud vendors, including the 
market leaders, will begin 
developing servers spe¬ 
cifically designed for cloud 
computing use cases, IDC 
researchers say. 


Virtualization & Optimization 
At The Forefront 

With virtualization grow¬ 
ing in popularity and expected 
to continue its rise this year 
and beyond, companies have 
to be focused on optimization 
and utilization more than ever 
before. And although every 
new server will no doubt pro¬ 
vide better performance and 
be more efficient than past 
models, it doesn’t mean you 
can simply buy a cookie-cutter 
unit and assume it will fit your 
unique business requirements. 
It’s up to companies to navi¬ 
gate through all of the avail¬ 
able features and work with 
a vendor to find the right mix 
of new technologies for their 
present and future needs. 

“Today, it is simply not 
enough to select and order 
a server from a product 


catalog,” according to 
Supermicro (408/503-8000; 
www. supermicro .com). 

“To operate at peak perfor¬ 
mance and efficiency, serv¬ 
ers must also be optimized to 
the buyer’s application and 
business needs,” according to 
Supermicro. “Server systems 
must have the most optimized 


components, and they must be 
deployed into end-to-end solu¬ 
tions that are themselves tuned 
to the application for which 
they were designed. Servers 
must also have the proper soft¬ 
ware management, support, and 
installation services required 
to keep them operating at peak 
performance and efficiency.” 


Know When To Upgrade 

“The latest servers must provide a clear advantage in terms of 
key operating and financial parameters, such as performance, 
efficiency, bandwidth, throughput, storage, networking, CAPEX, 
and OPEX,” according to Supermicro (408/503-8000; www.super 
micro.com). For that reason, it may not be in your best interest to 
upgrade right away, but rather to wait until available technologies 
align with your overall business goals. “The best time to upgrade 
servers is when a strong business case can be made for the 
change,” Supermicro says. ‘Whether it’s an upgrade, consolida¬ 
tion, or leading-edge deployment,” your vendor should have a 
program to “help buyers make the right decisions” 


BONUS TIPS: 

Newer Components 
Will Go Mainstream 

Supermicro (408/503-8000; 
www.supermicro.com) says 
many new technologies that 
have been developed in recent 
years will become mainstream 
this year. “These include but are 
not limited to VDI, DDR4 mem¬ 
ory, PCI-SSD storage, SAS 3.0 
I/O, and x86 enhancements.” 


Supermicro adds that these 
technologies will help integrate 
the ideas of green comput¬ 
ing, connectivity, content, and 
the cloud, which the com¬ 
pany refers to as the “four C’s.” 
Rather than a server aiming 
to satisfy one or two of these 
areas, Supermicro states 2014 
will see vendors coming up with 
new products that will “consoli¬ 
date the four C’s into integrated 
solution offerings.” 


Integrated Systems & 

Their Impact On ROI 

‘An integrated system is 
only as good as its ability to 
integrate with the rest of the 
infrastructure,” says Andrew 
Butler, research vice president 
and distinguished analyst at 
Gartner. “Users should vali¬ 
date that integrated systems 
fit the enterprise, IT organiza¬ 
tion, and other infrastructure 
before implementing.” He 


adds that integrated systems 
increase the technology 
dependency on a single ven¬ 
dor strategy and capability. 
When making the decision to 
buy an integrated system, you 
need to calculate ROI based 
on CAPEX, OPEX, and soft 
benefits, Butler says. “The 
more disruptive a new server 
solution is, the more it needs 
to generate substantial ROI,” 
he says. 
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HOW TO 


Perform Live 
Maintenance & Upgrades 

Update & Change Systems With As Little Disruption As Possible 



IT teams often struggle to 
find the right time to install 
upgrades and updates or to 
perform maintenance because 
employees rely on technol¬ 
ogy 24/7. “Due to globaliza¬ 
tion and mobilization, there 
is often little downtime avail¬ 
able for scheduled mainte¬ 
nance of mission-critical sys¬ 
tems,” says Donna Scott, vice 
president and distinguished 
analyst at Gartner. 

This leads many data cen¬ 
ters to attempt live or online 
upgrades or maintenance that 
occur while a piece of hard¬ 
ware of software is still up 
and running. Although this 
is possible in certain circum¬ 
stances, it isn’t necessarily a 
fit for every system. 

It’s important to not only 
know what hardware and soft¬ 
ware can and should be online 
during upgrades and mainte¬ 
nance, but it’s also important 

Get Started 


to prevent potential damage 
through planning. 

Design For Maintenance 

If you haven’t developed a 
maintenance plan for your 
infrastructure, then you’re 
already behind. Greg Schulz, 
senior advisory analyst with the 
Server and StoragelO Group, 
says you have to “design for 
maintenance in how you con¬ 
figure your hardware, software, 
and systems, but also with what 
best practices you use.” 

You can’t simply hope that 
in the future, if an update is 
needed, you’ll be able to imple¬ 
ment it without issues and with¬ 
out downtime. You have to 
build your infrastructure so you 
have some level of redundancy 
and a backup system. But at the 
very least, you need to adjust 
your change management strat¬ 
egy to prepare for issues in the 
future and track changes. 


“It could be a big giant piece 
of software, or it could just be 
something as simple as writing 
down on a sheet of paper what 
you’re going to change, when 
you’re going to do it, and what 
the steps are, such that when 
you’re in the middle of doing 
those upgrades, you effectively 
have a to-do list,” Schulz says. 

“You have a copy of where 
you were before, particularly on 
the software side, so that at any 
point you can stop, roll back to 
a previous step, or just back out 
altogether. Have that plan and 
have that checklist, and work off 
of that so that you know that if 
something does happen, you’re 
not going to make it worse.” 

There may be situations 
where downtime is inevitable 
or where you suspect a sys¬ 
tem may not perform at 100%, 
which is fine, as long as you 
let the employees who use 
that application know ahead 
of time. Schulz says that it 
doesn’t matter if it’s 15 min¬ 
utes, 30 minutes, or an hour, 
you need to “at least give 


Key Points 


• Design and arrange your 
equipment for live mainte¬ 
nance well ahead of time. 

• Duplicate systems and sec¬ 
ondary offsite facilities are 
great for live maintenance 
needs but can be expensive 
to maintain. 

• If used correctly, servers run¬ 
ning virtual machines make it 
easier to move assets without 
causing disruption. 


users a warning that the sys¬ 
tems may come down on very 
short notice.” The system may 
never actually go offline, but if 
it does, your employees will be 
prepared and not lose anything 
they’re currently working on. 

Consider Duplicate 
Or Redundant Systems 

Another way to combat 
downtime during the upgrade 
and maintenance process¬ 
es, Scott says, is to consider 


The first question you have to ask yourself is whether your 
employees are capable of handling live upgrades or mainte¬ 
nance. “It might be fun to do the upgrade, but would it be more 
cost-effective to have your people thinking things through, 
doing the planning, checking, and validation, and the change 
management, and then have someone else do the work?,” 
asks Greg Schulz, senior advisory analyst with the Server and 
StoragelO Group. “Or, it may be the reverse where you bring 
the expertise in to help plan things through that your people 
actually then go and implement.” 
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“implementing duplicate sys¬ 
tems such that you make mod¬ 
ifications to one system while 
the other is operational, and 
then bring over users to the 
new system.” 

She adds that such an 
approach also has the added 
advantage of a rollback plan if 
changes don’t work, meaning 
you don’t have to worry about 
losing the system entirely if 
something goes wrong during 
the upgrade process. 

Schulz agrees and says that 
if an application “is so highly 
available that functionality 
needs to be online,” he would 
go even further than to just 
have one redundant, second¬ 
ary system. He would have 
“multiple servers that are 
backing up and replicating to 
each other, maybe in differ¬ 
ent locations, and have every¬ 
thing be fully resilient.” 

This means you would need 
to have an offsite facility for 
backup and disaster recovery 
that you could fall back on dur¬ 
ing upgrades and maintenance 
work. Both Scott and Schulz 
warn that having duplicate sys¬ 
tems and offsite facilities can be 
expensive, so they aren’t neces¬ 
sarily a fit for every company. 

Leverage Virtualization 

For companies heavily 
invested in virtualization or 
smaller companies that can’t 
afford expensive redundancy, 
duplicate systems, or offsite 
facilities, virtualized servers 


can actually make maintenance 
and upgrades much easier. 

For instance, if you have 
multiple physical servers run¬ 
ning virtual machines, all of 
those VMs are sharing stor¬ 
age. Schulz says this makes 
it possible to live migrate or 
quick move virtual machines 
from one server to another. 

You can essentially move all 
of those mission-critical assets 
from server one over to server 
two and then perform neces¬ 
sary upgrades and tests before 
moving those assets back and 
updating the next server. 

Schulz says, though, that 
you have to be willing to make 
a solid investment in virtual¬ 
ization, because “unless you 
use it in the right way, it may 
actually introduce another 
point of disruption.” 

Top Tips 

Don’t cause damage. Greg Schulz, senior advisory analyst with the Server and StoragelO Group, 
says that it may sound obvious, but you can’t let an upgrade or maintenance turn into a disaster. 

He says that the state of Oregon recently ran into problems where it had a planned and scheduled 
upgrade that caused a disaster and put officials into damage control. It can happen to anyone. 

Non-disruptive code load. Schulz says that some software uses what’s called non-disruptive 
code load (NDCL), which installs updates while you use software and then forces the user to 
reboot in order to implement the changes. But he says some vendors can build non-disruptive code 
load and activation into software, which lets the system pick up changes without a reboot. 

Roll out updates. Donna Scott, vice president and distinguished analyst at Gartner, says com¬ 
panies should find or write their own applications with updates in smaller components that can be 
rolled out independently and without risk to downtime of the entire application. This allows you to 
upgrade smaller parts of a larger application slowly over time and prevent a potential crash. 


Action Plan 

Plan, plan, plan. It can’t be stressed enough how important 
planning is to live upgrades and maintenance. And if your 
employees aren’t experienced enough, you should seek out¬ 
side expertise to either help during the planning process or 
actually complete the tasks for you. 

Warn employees. If there is a chance that a system may 
go down during an upgrade, you need to let employees 
know. Nothing hurts IT/business relations more than an 
employee losing all of her work because of unscheduled 
and unexpected downtime. 

Follow the steps. Establish each step in the upgrade or 
maintenance process ahead of time and record changes 
either via software or manually for future reference. 

Test. If you are using a duplicate system or virtualization, 
make sure the update works before switching over. 
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HOW TO 


Implement Biometrics 

How It Works, What The Benefits Are & When To Use It 


With laptops and now some 
smartphones sporting fingerprint 
scanners, biometrics is once 
again making an impression, if 
you will, on the collective con¬ 
sciousness of IT management. 

But even more so than con¬ 
sumers, businesses can’t sim¬ 
ply jump on the bandwagon 
and start implementing new 
biometric solutions without 
first ensuring they’re as secure 
as they claim to be. It’s impor¬ 
tant to not only understand 
how biometric authentication 
works, but to find the proper 
use case for your organization. 

Understand How Biometric 
Authentication Works 

The first step to understanding 
biometrics is to debunk the most 
common misconception about 
the technology. According to 
James McCloskey, senior con¬ 
sulting analyst at Info-Tech 
Research Group, some people 
assume that “if they’re using 


a fingerprint biometric sen¬ 
sor, that they’re actually stor¬ 
ing their whole fingerprint like 
the police would.” But in all 
actuality “what’s being stored 
is the mathematical relationship 
between some of the elements 
of the authenticator that can 
be compared to the individual 
who’s trying to authenticate.” 

The authenticator in question 
could be your fingerprint, face 
print, or iris print, which is then 
essentially turned into a math¬ 
ematical equation within the 
biometrics solution. McCloskey 
says that when you enroll in a 
fingerprint or facial recognition 
program, “the biometric authen¬ 
tication systems take down 
the geometrical or mathemati¬ 
cal relationship, like distance 
between your eyes or the ridges 
on your finger, and stores that as 
a pattern that can be matched.” 

When you press your fin¬ 
ger to the scanner or put your 
face in front of a camera, the 


Get Started 

One of the key things to do when you get started with biometrics 
is to not only clearly explain why and how you plan to use the 
technology, but to give skeptical employees a way to opt out. ‘An 
option that a person might elect to do, if they’re philosophically 
opposed to biometrics, is to go through a stronger password 
authentication, which has more complexity, longer passwords, 
and changes more rapidly,” says James McCloskey, senior con¬ 
sulting analyst at Info-Tech Research Group. “You give them the 
choice of doing one or the other, but one way or another, you’re 
going to get better security out of this solution.” 



system takes another snapshot 
and compares it to the previ¬ 
ously stored information. Then, 
the system determines whether 
there’s a match and decides to 
grant or deny access. 

Know The Advantages 
& Disadvantages 

The biggest benefit of imple¬ 
menting any type of biometric 
security solution is the addition¬ 
al protection. Jim O’Gorman, 
president of Offensive Security, 
says biometrics, as well as 
all other security solutions, are 
like physical locks, which can 
all be picked. 

Although it is possible to 
bypass a biometric security 
solution, “it raises the difficul¬ 
ty level and therefore reduces 
the population of people that 
can complete that process,” 
O’Gorman says. Plus, he adds 
that each generation of biomet¬ 
ric hardware is getting better 
in terms of difficulty level, so 
even though the technology isn’t 
100% there yet, there is plenty 
of potential for the future. 


Key Points 


• Get a grasp on biometric 
technology and clear up any 
misconceptions. 

• Biometrics can add an extra 
layer of security that isn’t as 
easily hacked as passwords, 
but it’s an immature technol¬ 
ogy that needs time to grow. 

• Use technology you already 
have to implement biometrics 
before you move on to larger- 
scale projects. 


McCloskey says that biomet¬ 
ric authentication is great for 
additional security because it 
can’t be hacked in the same way 
as a password and “there’s no 
brute-force approach that works 
with biometrics.” He adds there 
are downsides to the technol¬ 
ogy, mostly due to potential for 
false positives and negatives. 

For instance, an authentica¬ 
tion system may deny some¬ 
one “because they have a cut 
on their finger or something 
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else that changes the geometry 
of what’s being measured,” 
McCloskey says. He also says 
there’s a big difference between 
commercial and high-end bio¬ 
metrics systems in terms of peo¬ 
ple being able to bypass them. 

“When you’re looking at 
a high security environment, 
they’re typically using a spe¬ 
cialized biometric solution that 
is resistant to replay attacks,” 
says McCloskey. “The idea is 
that it makes it more difficult to 
just put a picture of someone’s 
face in front of the facial recogni¬ 
tion and have it take that as the 
authentication, or have it be more 
difficult to lift a fingerprint and 
use that as a way to trick the bio¬ 
metric system. That’s one chal¬ 
lenge that comes with these mass 
market [systems]. They’re not 
as robust in terms of preventing 
false negatives and positives.” 

Find A Proper Use Case 

McCloskey says in most 
enterprises, “the biggest use case 
we see is a fingerprint authentica¬ 
tor installed on a laptop that can 
be used as an authenticator for 
single-sign-on purposes, instead 
of needing to have a password.” 

But you can also supplement 
passwords with fingerprint 
authentication for multifactor 
authentication, he says. This is 
a common approach for situa¬ 
tions where a password simply 
isn’t enough to protect a certain 
piece of hardware or software. 

McCloskey recommends 
first looking at the technology 


you already have in place and 
determining whether it’s capa¬ 
ble of supporting biometrics. 

“If you have laptops that all 
have fingerprint readers, that’s 
great,” says McCloskey. “If 
they have cameras that can 
be used for facial recognition, 
that’s fantastic. Just understand 
what your technological limita¬ 
tions will be, because in some 
cases you might look at these 
and see that for desktop and 
laptop authentication, we’re 
just going to use a USB fin¬ 
gerprint reader. But that also 
means that for laptop users, 
they have to remember to take 
that with them.” 

Once you’ve tackled these 
smaller-scale use cases, you 
can consider implementing bio¬ 
metrics in other aspects of your 
business, but only when the tech¬ 
nological maturity level is high 
enough to meet your needs. 


Action Plan 

Choose an application. The first step to implementing bio¬ 
metrics is to determine why you want to use it. It can be for 
convenience to speed up the sign-in process or as an added 
layer of security for mission-critical systems. 

Decide how to implement. Some devices already have 
built-in biometrics solutions or built-in cameras that can be 
used for facial recognition. Determine whether you can use 
these for your planned biometrics implementation or if you’ll 
need additional hardware or software. 

Convince employees. Make sure your users understand 
why you’re implementing biometric technology and how it 
can positively impact their work experience. 

Include help desk planning. Make sure your IT team and 
help desk are prepared to support biometric technology. This 
is especially important for remote users. If users have dif¬ 
ficulty signing into their systems, the help desk must have a 
process in place to handle those unique challenges. 


Top Tips 

More than a password. “Passwords are a broken concept that we still use because we don’t have 
anything better,” says Jim O’Gorman, president of Offensive Security. In fact, “we need passwords 
for so many things that people tend to choose low-quality passwords and reuse them multiple 
places,” he says. ‘Additionally, password-cracking processes are fast and simple enough to crack 
the vast majority of password hashes with very little difficulty.” 

Clearly explain yourself. You have to tell your users why you’re implementing biometrics, how it 
will help the organization, and how it will benefit the user. If not, some people won’t be willing to 
adopt the biometric solution, therefore, it’s not going to be successful, says James McCloskey, 
senior consulting analyst at Info-Tech Research Group. “There can be a real push back from a 
small population of users just about the idea of having their biometrics stored.” This goes back to 
the misconception that biometric solutions store pure biological information about the user, he says. 
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SIX QUICK TIPS 


Personal Cloud Services 
On Enterprise Devices 

Prepare Your IT Department With A Comprehensive Approach 



The advantages of cloud 
computing technology are old 
news by now—both consum¬ 
ers and enterprises are gaining 
benefits from the collabora¬ 
tive, real-time software and 
services accessible via almost 
any PC or smart device. 

One trend that’s turning 
heads, however, is employees 
using personal cloud services 
on enterprise devices. It’s a 
transition worth examining 
as no doubt IT departments 
will be tasked with securing 
company-issued devices being 
used to access employee- 
managed personal clouds. 

Embrace The Change 

Although it may seem 
like personal clouds in the 
enterprise are being utilized 
faster than many in the IT 


industry could have predicted, 
that doesn’t mean it’s too late 
to adopt policies and proce¬ 
dures for such use. The key 
to addressing any issues that 
may arise is to learn how your 
IT team can maintain vis¬ 
ibility within these employee- 
initiated clouds. 

Clifford Grossner, Ph.D., 
directing analyst at Infonetics 
Research, says that lack of 
visibility of company-related 
activity “leads to potential 
security issues and can inad¬ 
vertently start the company 
down a path where critical 
company workflow becomes 
dependent upon a third party 
cloud provider, and the com¬ 
pany has no formal relation¬ 
ship with the cloud provider 
or guarantee for quality and 
continuance of service.” 


Grossner also says that for 
most enterprises, cloud ser¬ 
vices can be utilized within 
the bounds of a bring your 
own device (BYOD) policy 
“that restricts use to non- 
critical workflows and with an 
enterprise-owned device that 
is monitored to deliver the 
required information security.” 

Partner With Your Workforce 

As the ways in which 
employees leverage personal 
cloud services become more 
clear—sharing storage, sync¬ 
ing calendars, managing doc¬ 
uments, and communicating 
efficiently—you’ll have a bet¬ 
ter understanding of both the 
benefits and challenges. 

There are currently three 
major challenges data cen¬ 
ter managers face, says Alan 
Tang, senior consulting ana¬ 
lyst at Info-Tech Research 
Group. For starters, because 
many people are getting 
used to an always-alive and 
always-accessible digital 


lifestyle, he says, it’s becom¬ 
ing common for employees 
to use personal cloud devices 
for blended work and personal 
purposes if they feel these ser¬ 
vices empower them to work 
more efficiently. 

“It’s the time for IT manag¬ 
ers to think about whether to 
be an enabler and a value-add 
or be left behind,” he says. 

The second challenge is 
figuring out how to maxi¬ 
mize the value of growing 
personal cloud services. “IT 
managers might also need to 
consider delivering or dem¬ 
onstrating the value of utiliz¬ 
ing personal cloud services 
into a corporate environment, 
especially the benefits for 
corporation, workforce, and 
IT,” he says. 

For example, benefits 
include increased productivity 
and lower operating expense 
for the corporation as well 
as improved flexibility and 
enhanced user experience for 
the workforce. 


Differentiate Between Levels of Business Data 

The extent to which you allow employees to access cloud 
services on enterprise-owned mobile devices depends on the 
type of business data employees are using the personal cloud 
service to process, says Alan Tang, senior consulting analyst 
at Info-Tech Research Group. 

“For top-secret business data such as financial data and pat¬ 
ent information, normally organizations should not allow using 
personal cloud services to process such data. For sensitive 
business data, such as business plans and audit results, 
organizations might control using enterprise-owned mobile 
devices only. And for non-sensitive data such as general 
policy and procedures, organizations might allow using any 
devices through a BYOD policy,” Tang says. 
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The third challenge is 
improving productivity while 
protecting corporate apps and 
data. “IT has to enable any¬ 
where access but also main¬ 
tain control of the corporate 
cloud,” Tang says. “IT takes 
the obligation of ensuring 
the explosion of person¬ 
al cloud services does not 
destroy the organization’s 
ability to serve, manage, and 
control the workforce com¬ 
puting environment.” 

Don’t Ignore New Risks 

Although many organiza¬ 
tions are already aware of the 
serious security risks associ¬ 
ated with the transition to a 
BYOD workplace, the specif¬ 
ics of personal cloud-relat¬ 
ed risks are new territory to 
be explored. 

Keep in mind that your 
enterprise is only as secure 
as the cloud vendor and 
applications being used, 
Tang says. “Some of the 
services may be suitable for 
private users but may not 
suffice for enterprise envi¬ 
ronments. Usually, personal 
cloud services/applications 
have less security controls 
than enterprise-level servic¬ 
es/applications and are more 
vulnerable to the increasing 
security threats and attacks.” 

Moreover, adding per¬ 
sonal cloud services within 
your organization’s IT envi¬ 
ronment could increase the 


scope of compliance require¬ 
ments, Tang says. 

He says that companies can 
implement protection using a 
tiered approach. The strictest 
approach is to prohibit the 
use of personal cloud appli¬ 
cations for business use, but 
Tang suggests simply lim¬ 
iting cloud service use as a 
tier-two option. Beyond these 
approaches, companies can 
opt to monitor and control or 
securely integrate personal 
clouds with enterprise apps, 
he says. 

Do More Than Just Wait 

The only thing you don’t 
want to do during this tran¬ 
sition is nothing, Infonetics 
Research’s Grossner says. 
“Doing nothing is not an 
option. I think it comes 
back to making sure that the 


controls are in place and 
doing a proper risk assess¬ 
ment on what is to be allowed 
on company devices. Not to 
be forgotten, proper tools to 


provide visibly on activity 
and to be able to demonstrate 
compliance with company 
policy and also with any leg¬ 
islation that might apply.” 


It’s All About Storage Management 

David Feinleib, managing director of The Big Data Group, 
says that cloud-based storage services for the enterprise can 
address an organization’s need to access, audit, and archive 
data while giving users the volume of storage they’re looking 
for plus the ability to collaborate and share. 

“While storage continues to get cheaper, it’s not free. So it 
remains important for organizations to evaluate how much 
storage users need,” Feinleib says. “They should also put in 
place policies and approaches for keeping files that need to 
be stored for auditing or other purposes while removing files 
that are no longer required either because the data itself is no 
longer needed or because it should be deleted to adhere to 
data retention policies.” 


BONUS TIPS: 

Control Use 

Allowing use of personal clouds 
on company devices requires 
more than establishing proto¬ 
cols and rules, says Clifford 
Grossner, Ph.D., directing 
analyst at Infonetics Research. 
“Platforms that can help 
enterprises keep control of 
cloud service usage by employ¬ 
ees will need to inspect appli¬ 
cation traffic flows to look for 


specific application signatures 
and monitor for transmission of 
private company information.” 

Keep It Holistic 

Is there an all-in-one approach 
a company can take to be pro¬ 
active about the influx of per¬ 
sonal clouds in the enterprise? 
Not necessarily, because it 
depends on the extent of 
your workforce’s needs and 
your company’s BYOD poli¬ 
cies. “When it comes to the 


solution, always take a holistic 
view of evaluation criteria such 
as functionality, security, user 
experience, time to market, and 
cost,” says Alan Tang, senior 
consulting analyst at Info-Tech 
Research Group. “It might be 
employee-instigated cloud 
services on company devices 
or enterprise-only services for 
BYODs or employee-instigated 
cloud services on BYODs or 
enterprise-only services on 
company devices.” 
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SIX QUICK TIPS 


Boost Your Mobile 
Device Management 

Policy & Technology Go Hand In Hand To Allow Secure, Flexible Mobile Usage 



Most companies rely on some 
form of mobile device man¬ 
agement (MDM) to help them 
secure, monitor, and manage the 
mobile devices employees use. 
But managing a fleet of mobile 
devices involves much more than 
simply implementing a software 
solution and then leaving it alone. 

A successful mobile manage¬ 
ment approach requires strong, 
clear policies; a variety of man¬ 
agement and security solutions; 
and employee feedback. The key 
is to retain as much control as 
possible without diminishing the 
benefits of using mobile devices. 

Policy First, 

Technology Second 

Some companies assume 
that technology is the answer 


to all their problems and that 
simply implementing some¬ 
thing like an MDM solution is 
enough. But before you even 
purchase MDM software or 
any piece of technology, you 
should first consider policy. 

“Technology like MDM 
should only be implemented 
in order to enforce and com¬ 
municate policies that are 
already developed,” says Mike 
Battista, Ph.D., consulting 
analyst at Info-Tech Research 
Group. For most organiza¬ 
tions, he says, these policies 
don’t have to be complicated. 

If there is not a lot of sensi¬ 
tive data being dealt with on 
mobile devices, a policy requir¬ 
ing a passcode and remote wipe 
on devices if they’re lost might 


be enough, he says. But if you 
do have sensitive data, you may 
need to institute a policy where 
personal data needs to be sepa¬ 
rated from corporate data. 

To back up this policy, you’d 
need a mobile content manage¬ 
ment solution or managed apps 
software, which Battista says is 
often bundled with core MDM, 
to create containers for differ¬ 
ent data and applications. 

Battista adds that it’s crucial 
to make sure users and admin¬ 
istrators are aware of policies 
and the technology used to 
enforce them. “Too often, users 
don’t know a policy exists until 
they violate it,” he says. 

Complement Your Existing 
Solutions With MDM 

While MDM solutions are 
great for getting more control 
over mobile devices, you also 
need to consider the software 
you already have. For instance, 
Battista says that if your com¬ 
pany uses a cloud service, you 
should encourage users to get the 


service’s native application on 
their own mobile device. If your 
employees are using an unman¬ 
aged application to access sensi¬ 
tive data, see if a managed enter¬ 
prise alternative is available. You 
can also take advantage of an 
already existing VPN connection 
for added security. 

The main benefit of MDM 
is that it can “layer on top of 
many of these solutions to 
make them easier to implement 
or enforce,” Battista says. But 
keep in mind that MDM won’t 
solve every problem, so it must 
integrate and work together 
with your existing solutions. 

Christian Kane, enterprise 
mobility analyst at Forrester, 
says that many MDM vendors 
are now expanding to add func¬ 
tionality for mobile application 
and content management. This 
means that companies can take 
advantage of the collaboration 
capabilities of smartphones, 
tablets, and laptops. 

MDM coupled with other 
security and management 


Always Look Ahead 

Mike Battista, Ph.D., consulting analyst at Info-Tech 
Research Group, says that companies shouldn’t be afraid of 
new technology and should instead be “forward-looking” and 
“keep your strategy flexible.” He also says that it’s important 
to regularly revisit your policies and technology. “You never 
know when a new innovation might change the way you do 
business for the better, so you have to be prepared to sup¬ 
port every new mobile device if it becomes viable,” he says. 

“This stuff changes so fast that if you blink you miss it,” 
Battista says. “For example, by this time next year, compa¬ 
nies without some stance on wearable technology might 
seem as outdated as those whose policies still refer exclu¬ 
sively to flip phones. Without actively keeping up, you could 
fail to stop a threat, or even worse, miss out on accomplish¬ 
ing something awesome.” 
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solutions makes it much eas¬ 
ier to control the flow of data 
and makes it possible to set a 
baseline of security across all 
apps, so companies don’t have 
to individually manage each 
application, Kane says. 

BYOD Considerations 

Bring your own device 
(BYOD) policies can compli¬ 
cate mobile device management 
because, Kane says, BYOD 
means that “IT can no longer 
control or dictate the device type 
or operating system that’s being 
used by employees” or at least 
not to the same degree. 

The traditional model of 
company-issued devices gives 
the business complete con¬ 
trol over every aspect of the 
device, but BYOD means you 
have to be careful not to limit 
how employees use their per¬ 
sonal device, which could dis¬ 
courage them from following 
internal policies. 

Battista says that companies 
are increasingly worried about 
having too much control and 
“don’t want to be able to destroy 
a user’s irreplaceable personal 
photos with a push of a button.” 

One way to help avoid this 
is to implement the aforemen¬ 
tioned containerization method 
of separating personal data 
from corporate data. But in 
some cases, you may want to 
consider limiting what types of 
devices and operating systems 
you will support. 


Protect Your Network 

In addition to protect¬ 
ing devices, you also need to 
secure your network. This is 
less of an issue for businesses 
that only support a company- 
issued device policy because 
they have total management 
control, but it’s certainly a 
larger issue for companies that 
allow BYOD. 

Battista recommends that 
data center managers speak to 
their current networking ven¬ 
dor to see if there’s anything 
it can do to beef up security. 
Another option is to skip the 
internal network and go with 
cloud resources or use a VPN 
connection specifically for 
mobile devices, he says. Both 
of these approaches would pre¬ 
vent access to the internal net¬ 
work and its resources. 


Kane adds that “data cen¬ 
ter folks are going to have to 
think about where data lives 
and how accessible it is” in 
response to BYOD and net¬ 
work connectivity. 

“More devices means more 
mobile apps will be used 
eventually and that means 


there will be a greater need 
for access to relevant data 
and databases,” he says. “The 
team should be working and 
communicating closely with 
internal app and development 
teams to understand what ini¬ 
tiatives are under way and 
what future plans are.” 


Be Prepared For Potential Employee Use Cases 

“First and foremost, companies need to understand that 
mobile devices are only really useful if they give employees 
access to the tools and data they need to get their jobs done,” 
says Christian Kane, enterprise mobility analyst at Forrester. 

“While employees might be asking today to be able to use 
their [mobile] device, what they’re really asking is to use their 
devices for email, applications that help them with their job, 
and access to their files,” he says. “MDM only really scratches 
the surface here, and companies are going to have to address 
application and data access on these devices, as well.” 


BONUS TIPS: 

Start Small 

With BYOD, start with trials and 
pilot programs, says Christian 
Kane, enterprise mobility analyst 
at Forrester. Start by supporting 
the mobile devices you are most 
comfortable with. Your IT depart¬ 
ment will be experienced with 
those devices, understand their 
weaknesses, and know the right 
level of control needed to secure 
them. The same approach goes 


for new technologies. Make sure 
you are familiar with how to use 
management solutions. You 
don’t have to purchase an MDM 
solution with every bell and 
whistle already intact. Instead, 
you can pick and choose what 
you currently need and then 
“slowly expand and tweak your 
policies and strategies.” 

Avoid Excessive Controls 

It’s easy to overburden employ¬ 
ees with policy. It’s important to 


protect data and secure devices, 
but don’t make it inconvenient 
to use those devices. ‘Think 
through policies carefully,” says 
Mike Battista, Ph.D., consulting 
analyst at Info-Tech Research 
Group. “Don’t automatically err on 
the side of exerting more control, 
because especially with BYOD, 
you need to balance protecting 
corporate data with protecting 
personal data, and do so without 
destroying flexibility and eradicat¬ 
ing the whole point of BYOD.” 
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HOW TO 


Build A Better 
Wireless Network 

Plan Capacity Based On Device, Application & Coverage Requirements 



With so many wireless 

devices in the workplace, you’re 
probably planning for the day 
when your network reaches 
critical mass. If you think your 
network is in need of an upgrade 
to keep up with new devices or 
to extend your coverage area, 
consider the devices and appli¬ 
cations your employees use the 
most and where they are locat¬ 
ed. If you do, you can build a 
solid wireless network. 

Determine Your 
‘Worst-Case Device’ 

You can invest in the fast¬ 
est, best performing wireless 
access point, but if the devices 
used in your organization can’t 
support those speeds, you 
won’t see much benefit. 

Tim Zimmerman, research 
vice president at Gartner, says 
companies will sometimes per¬ 
form site surveys with a laptop 
to determine the proper cover¬ 
age area, but that laptop may 


have a high-powered radio and 
two antennas. 

“A CIO or CEO might sit 
down and put his tablet right 
next to a working laptop 
and not be able to connect,” 
Zimmerman says. The tablet 
only has a single antenna and a 
less powerful radio, so it needs 
to be closer to the access point 
for a solid connection. 

Zimmerman adds that smart¬ 
phones tend to have few issues 
with Wi-Fi connections, so it 
wouldn’t be a good idea to use 
those for a site survey either. 
The key is to find the weak¬ 
est device, determine where it 
is being used most often, and 
then adjust your coverage area 
to match. 

Know What Capacity 
You Need 

Coverage area isn’t the 
only thing that affects a wire¬ 
less network’s perceived per¬ 
formance. For instance, some 


applications require more 
networking resources. John 
Kindervag, principal analyst 
at Forrester Research, says, 
“If you’re using bandwidth¬ 
intensive applications like 
VoIP, YouTube, or videocon¬ 
ferencing, they suck up a lot 
more bandwidth than email.” 

Consider how each employ¬ 
ee will use the network and 
whether everyone will be 
accessing applications at the 
same time. Zimmerman says a 
solid rule of thumb is that most 
users will require 5MB of 
throughput at any given time, 
although 2 to 3MB is sufficient 
for most high-definition video 
streaming requirements. 

Most companies will want 
a 300MB networking device, 
Zimmerman says, which 
can provide about 150MB 
of throughput in practice. At 
5MB per person, you should 
be able to support 30 simul¬ 
taneous connections with few 
performance issues. Scale 
that number to determine how 
many access points you need. 


Key Points 


• Determine your necessary 
capacity by finding the weakest 
device and figuring out how 
employees will use the network. 

• Set up a guest network that 
doesn’t connect directly to inter¬ 
nal resources or has access 
control and security in place. 

• Don’t focus on the latest tech¬ 
nology. If your needs are met, 
you can save money by sim¬ 
ply maintaining the status quo. 


Set Up Wireless 
Guest Access 

To accommodate employees 
from branch offices or visitors 
to your facility who require 
Internet access, set up a guest 
network with certain security 
measures in place. Zimmerman 
says users can advertise their 
guest access SSID and then the 
visitors will connect to it and 
be directed to a captive portal. 
A captive portal makes it so 


Get Started 

When it comes to any performance-related issue, there are 
obvious indicators as well as others that are not as easy to 
spot. For instance, spotty connectivity and slow download or 
upload speeds are clear indications that a network could use 
some work. But if your employees are accustomed to this type 
of performance, they may not even report an issue. The key 
is finding out what tasks or applications are affecting network 
performance, which could point to a hardware or software 
issue rather than a problem with coverage. 
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that when an outside user con¬ 
nects, “you know their MAC 
address, have them enter their 
email address, and then you 
send them a password.” It’s a 
great way to track who’s con¬ 
nected to your network and 
what they’re using it for. 

Kindervag says companies 
need to implement dedicated 
wireless intrusion detection 
sensors, so you can know 
what’s going on in the air 
around you to protect your 
network. Wireless intrusion 
prevention systems can also 
help to ease security concerns 
about unauthorized access and 
potential attacks. 

Don’t Overspend 
On Upgrades 

Zimmerman says compa¬ 
nies often want to invest in 
the latest technology, even if 
it’s unnecessary. With wire¬ 
less networks, 802.1 lac prod¬ 
ucts are becoming more com¬ 
mon. Although 802.1 lac solu¬ 
tions are faster than 802.1 In 
and other wireless protocols, 
Zimmerman says these prod¬ 
ucts are released in two waves. 
The first wave gives you per¬ 
formance, and the second 
wave actually “provides you 
the value of multiuser MIMO 
capabilities.” But that wave is 
a couple years out. 

Instead of opting for unneces¬ 
sary upgrades, Zimmerman says 
to look at your capacity require¬ 
ments and determine if your net¬ 
work meets those demands. If it 


does, you may not need to fully 
upgrade your infrastructure. 

In fact, Zimmerman says, 
most organizations should be 
fine with an 802.1 In network 
for the next three to five years as 
long as it’s maintained properly. 

“What we tend to find is that 
people want to push the tech¬ 
nology limit, but they really 
don’t have to,” he says. “We 
don’t advise people that they 
need Gigabit Ethernet down 
at the edge of the network on 
the wired side, so in the same 
aspect, almost every solution in 
the enterprise environment can 
be solved by 801.1 In today. I 
would not pay a premium for 
802.1 lac. It’s a new technology 
and it’s faster, but you may not 
need faster. You can only go 
55mph, so the fact that it allows 
you to do llOmph doesn’t give 
you any value.” 


Action Plan 

Assess needs. Look at each department separately to assess 
its coverage needs. Some departments may require high-perfor¬ 
mance wireless connections, while others may not. You may be 
able to prevent potential coverage problems by providing each 
segment with its own wireless network or access point. 

Make sure it’s secure. When you first start investing in secu¬ 
rity solutions, it’s important to make sure you’re getting every¬ 
thing you need from the beginning. A WLAN controller and 
unified threat management solution are good places to start. 

Ensure coverage. With wireless-only devices now ubiquitous, 
coverage has to be ubiquitous as well—and that includes 
stairways, restrooms, and outdoor areas. If you find your wire¬ 
less coverage and network performance is suffering, don’t for¬ 
get that there could be a hardware issue with your wired infra¬ 
structure. In addition to data center-related hardware issues, 
there could be problems on individual computer systems. 


Top Tics 

Watch for different protocols. “One thing people don’t realize is that wireless networks have com¬ 
pletely different protocols than wired networks,” says John Kindervag, principal analyst at Forrester 
Research. “Wireless isn’t switched, it’s shared. You may think you have a high-speed wireless net¬ 
work, but in fact, you might have it over capacity so it bogs down.” 

Performance expectations. ‘A good rule of thumb is that whatever the noted bandwidth is or 
noted speed of the network, you’re going to get about half the performance,” Kindervag says. “If it 
says it’s a 100MB device, assume you’re going to get 50MB in real life.” 

Calculate capacity and usage. “You need to calculate capacity, usage, and everything in the 
background, and you shouldn’t do that in your head,” Kindervag says. “Most of the wireless net¬ 
working tools have planning software to help you do that, so you can virtually plan what your 
deployment areas need to be based on how you think people are going to use the network.” 
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SIX QUICK TIPS 


Security Certifications: 

A Look At Trends & Benefits 

How Employees & Businesses Are Reaping Rewards From Advanced Training 



Most security employees 
go through some form of train¬ 
ing to earn their jobs, and once 
they get those jobs, they con¬ 
tinue to rack up experience until 
they become experts in a par¬ 
ticular field. 

But some of those same indi¬ 
viduals like to take the extra step 
and earn a certification for a spe¬ 
cific product or even an entire 
security discipline. There are 
many certifications that cover a 
variety of topics, which can be a 
benefit for employees and for the 
companies that hire them. 

Consider Employee & 
Company Benefits, Concerns 

For employees, “the certifi¬ 
cation is the icing on the cake, 
and it really demonstrates that 


they’ve mastered that topic,” 
says James McCloskey, senior 
consulting analyst at Info-Tech 
Research Group. Certified 
employees can also be trusted 
by the security team with certain 
functions, he says, and be able 
to use their training to make 
the IT department run more 
smoothly. If employees can 
focus their certifications on spe¬ 
cific aspects of security, such as 
firewalls or penetration testing, 
then the team can work togeth¬ 
er more efficiently and share 
equally in the responsibility. 

That doesn’t mean there aren’t 
potential loopholes, says Eric 
Ouellet, research vice president 
at Gartner. “We’ve all seen indi¬ 
viduals outside of certifications 
where they’re able to pass a test,” 


he says. “It doesn’t guarantee 
that the individual really knows 
anything about the test they’ve 
passed, but there’s at least a basic 
level of awareness.” Although 
this and other issues can arise 
from dealing with certified 
employees, it doesn’t mean you 
should avoid the process. 

Another downside is the 
potential to lose employees 
with certifications, McCloskey 
says. “There is this impact for 
the organization where allowing 
your employees to certify may 
make them more mobile and 
therefore they could leave your 
organization. On the flipside, 
preventing them from certify¬ 
ing will almost certainly result in 
those organizations losing their 
employees. It’s more than just 
a perk. It’s a function of seeing 
that the organization supports the 
development and ongoing learn¬ 
ing of their employees.” 

Prepare For The Certification 

There are two common 
approaches an employee can 


take when attempting to gain 
a security certification. One 
approach, which is particularly 
beneficial for companies, is to 
take an employee “who’s dem¬ 
onstrated a lot of aptitude for 
a topic and has done a lot of 
independent work,” count that 
as their necessary training, and 
then “pay for the certification 
attempt,” McCloskey says. 
With this approach, companies 
can avoid paying for training 
or courses and instead pay for 
only the certification exam. 

The other avenue, which is 
great for employees who want 
to learn as much as possible 
during the process, is to take 
training offered by certify¬ 
ing bodies, such as (ISC) 2 or 
SANS, McCloskey says. Then, 
after they’ve gone through 
training, those employees can 
take the certification test with 
those ideas fresh in their minds. 

Regardless of which option 
employees choose, they will 
need to take a test, which is 
why it’s also important for 


Plan Out A Career Path 

The key to making good use of a security certification is to plot 
out a long-term career path and make sure your training is lead¬ 
ing you in the right direction. There are many certifications that 
require years of hands-on experience in addition to training and 
test taking, which means that you want to make sure the certifi¬ 
cations you test for are stepping stones for future opportunities. 

“Look at your background and where you want to go in terms of 
a career goal, and then chart out what might be required from a 
certification process,” says Eric Ouellet, research vice president 
at Gartner. “You may have to get one certification before you go 
after another one. It’s all about managing the learning process as 
you evolve and change roles within an organization. What might 
be really important when you’re starting out to show your techni¬ 
cal competence with a certain product maybe isn’t as important 
when you make your way up to a leadership position.” 
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them to review materials on 
their own time to prepare for 
the exam, Ouellet says. 

“Generally speaking, what 
we’ll see is that individuals will 
start to do some self-training, 
and that’s always a big recom¬ 
mendation,” he says. “That 
could be acquiring books, taking 
some courses online, or read¬ 
ing some of the various forms 
for each of these certifications. 
They’re just getting familiar 
with the topic to the point where 
they feel confident enough that 
they can take the exam and pass 
to the level that’s required.” 

Check For Recertification 

The security certification 
process doesn’t end after you 
finish your exam. For many 
certifications, such as a Cer¬ 
tified Information Systems 
Security Professional (CISSP), 
McCloskey says holders are 
“required to put in 40 hours of 
security continuing education 
every year in order to maintain 
that certification.” Employees 
can earn those continuing edu¬ 
cation credits through activities 
done at their day jobs or even 
attending a conference where 
they’re awarded a certain num¬ 
ber of credits per session. 

Ouellet says a few certifying 
bodies ask their members to go 
through part of the recertification 
process again every few years. 
“Some require you to physically 
recertify as part of an exam pro¬ 
cess, whereas others will grant 


you the ability to continue to 
hold your certification as long as 
you can provide some evidence 
that you’re continuing in your 
education process,” he says. 

Consider Starting Small 

Some certifications aren’t 
readily available to newer secu¬ 
rity employees. In fact, some 
certifications require years of 
experience as well as other pre¬ 
cursor certifications. CISSP is 
an example of a certification 
that is “more of a demonstration 
of work that’s been performed 
over several years,” McCloskey 
says. You can’t start a job at 
a company as an information 
security employee and expect to 
become CISSP certified imme¬ 
diately. Instead, you should 
focus on smaller, more focused 
certifications that could even¬ 
tually lead to a broader picture 
that includes all of your previ¬ 
ous certifications combined. 


Ouellet says it depends on 
where you are and what you do. 
“If you’re a security practitioner, 
then getting hands-on certifica¬ 
tions for the tools that you use is 
really important. For example, if 
you’re a firewall administrator, 
it would be a good idea for you 
to have firewall experience and 


certifications for the particular 
product you’re responsible for 
supporting in your organization. 
Then you start looking at other 
certifications that are maybe a 
bit broader, generic, and don’t 
necessarily talk about a specific 
product but instead cover a cer¬ 
tain category of product.” 


Seek Advice & Guidance 

Because the certification process can be costly to employees 
or sponsoring companies, it’s important to get as much infor¬ 
mation as you can about security certifications ahead of time. 
“I would strongly recommend that before investing one’s 
own money in certification, talk to someone in the security 
field, make sure that you understand why you want to go get 
these certifications, and get that good advice,” says James 
McCloskey, senior consulting analyst at Info-Tech Research 
Group. ‘As a security professional, it’s in everyone’s best 
interest in this hyper-connected society to have more people 
focused on security. The people in this certification field would 
be very willing to help a person who’s looking to break into 
security to get the right path for them.” 


BONUS TIPS: 

Certifications Mean 
Higher Expectations 

Eric Ouellet, research vice 
president at Gartner, says that 
once you’re certified, employ¬ 
ers and co-workers will expect 
a certain level of understand¬ 
ing about products or tech¬ 
nologies. “It’s basically getting 
someone to the point where 


there’s a common language 
that you can use with them 
around that certification,” he 
says. It’s important to not only 
continue learning for recerti¬ 
fication purposes but also to 
keep up with your fellow certi¬ 
fied employees. 

Weigh Your Decision 

“Don’t get certified just for 
its own sake,” says James 


McCloskey, senior consulting 
analyst at Info-Tech Research 
Group. “If you’re interested in 
learning, you can get the train¬ 
ing in a lot of different forms 
and often for cheaper than 
if you go down the certifica¬ 
tion path. If you’re going at 
it because you’re interested 
in the topic, you can still get 
skills without necessarily get¬ 
ting certification.” 
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HOW TO 


Implement A High-Density 
Power Infrastructure 

Don’t Let Your Facility Fall Behind In The Transition To More Dynamic Power Management 



IT equipment may be 
shrinking in size and increas¬ 
ing in efficiency, but not all 
data center facilities have the 
power and cooling capac¬ 
ity to handle the new energy 
demands created by these rap¬ 
idly evolving systems. 

In fact, it’s more important 
than ever for data center man¬ 
agers to pay attention to future 
developments in power dis¬ 
tribution equipment, because 
generating the power to sup¬ 
port upgrades will require a 
flexible and reliable high- 
density power architecture. 

Consider All Factors 

Considering that new gen¬ 
erations of IT equipment will 
continue to escalate in their 
complexity and scalability, 
data center managers can’t 
ignore the reasons why high- 
density power is essential for 
maintaining the UPS system 

Get Started 


and other equally important 
components within data cen¬ 
ter environments. 

To that end, there are a 
number of drivers that create 
demand for high-density data 
center solutions, says Calvin 
Nicholson, senior director of 
software and firmware devel¬ 
opment at Server Technology 
(800/835-1515; www 
.servertech.com). “Data cen¬ 
ter space is the most expen¬ 
sive floor space any company 
will ever build; more effi¬ 
cient servers and power sup¬ 
plies are allowing organiza¬ 
tions to put more devices into 
a single cabinet; high energy 
costs and other increased 
costs is a major driver for 
greater efficiencies.” 

If you’re not yet convinced 
of the indispensable nature of 
high-density power, keep in 
mind that most servers and 
other data center equipment 


on the market today is being 
designed for high-density 
applications, according to 
Laura Viars, account man¬ 
ager at Rackmount Solutions 
(866/207-6631; www.rack 
mountsolutions.net). 

“A rack that is populated 
with anywhere from 8kW to 
lOkW worth of electronics can 
be defined as a high-density 
rack. However, many modern 
data centers are only designed 
to support approximately 2kW 
to 4kW per rack,” Viars says. 
“This is troublesome from 
the standpoint of power, as 
exceeding the intended den¬ 
sity of the rack can cause the 
equipment to fail due to either 
overheating or overloading 
and can also eliminate any 
redundancy that your system 
may have had.” 

Viars says utilizing PDUs 
and UPSes designed for high- 
density power will help to 
ensure that the power coming 
into your rack is appropriately 
distributed among the equip¬ 
ment in the rack. 


Key Points 


• Data center power infrastruc¬ 
tures are moving to high- 
density architectures, so it’s 
time to prepare. 

• Examine the strength and 
efficiency of your current 
power infrastructure to deter¬ 
mine if your equipment can 
handle the transition. 

• Allow for departmental col¬ 
laboration so all parties know 
the upgrade requirements. 


Calculate Your Risks 

There are both known and 
unknown dangers of not ensur¬ 
ing your power infrastructure 
can keep pace with your data 
center equipment. 

Nicholson says the primary 
dangers of not properly mea¬ 
suring and distributing power 
include the inability to handle 
new applications and the pos¬ 
sibility of running out of cool¬ 
ing and power. 


The user needs to make sure that they are purchasing a PDU 
capable of delivering all of the power out of the device that comes 
into it,” says Calvin Nicholson, senior director of software and firm¬ 
ware development at Server Technology (800/835-1515; www 
.servertech.com). This relates to 30A and greater rated PDU 
devices requiring branch circuit protection at 20A. So there needs 
to be the appropriate number of branch circuits that allow full deliv¬ 
ery of the rated power of the device.” Nicholson says to also look 
for solutions that feature the highest ratio of outlets to form factor as 
well as a shallow and narrow form factor for use in tight spaces. 
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Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says 
that without adequate power 
to handle higher density 
equipment, “you run the risk 
of having to add more infra¬ 
structure to accommodate this 
equipment even if you have 
space in racks or space on 
the floor for more equipment. 
Adding more infrastructure 
can create a situation where 
you may need to shut down the 
site to complete the task.” 

To avoid limiting your 
power design, Viars says that 
although you probably won’t 
have to redesign your entire 
data center to accommo¬ 
date for high-density output, 
“incorporating a zone at the 
minimum allows you to uti¬ 
lize new, more energy-effi¬ 
cient equipment as needed.” 

Know What You Need 

You can’t implement a new 
high-density power infrastruc¬ 
ture until you first identify 
all of your hardware require¬ 
ments. Nicholson says that, if 
possible, you should look at 
real-world power load results 
and understand not only what 
the devices you use today will 
require but what is required in 
the future. 

“Look at solutions that will 
help increase efficiency and 
provide sufficient monitor¬ 
ing as high-density solutions 
require less time to respond 
to problems,” Nicholson says. 


“No matter what you are doing 
on power, you have to be able 
to match that with the proper 
cooling solution for the total 
solution to be a success.” 

Viars says a quality UPS or 
PDU will offer both a local 
and a remote load meter, 
“which will enable you to 
view the current load and will 
also alert you if the recom¬ 
mended load is being exceeded 
or is heading toward it.” 

These systems will also have 
reporting functions that let you 
review a history of power con¬ 
sumption trends, she says. “This 
is beneficial if you are looking 
to implement new equipment 
[because] this allows you to pin¬ 
point where you have the excess 
power to do so.” I 


Action Plan 

To determine the current status of your data center’s power infra¬ 
structure and how to follow through with a high-density power 
project, consider the following from PDU Cables Sales Engineer 
Ken Koty (866/631-4238; www.pducables.com): 

Define current power utilization. Be sure your site has 
a large enough utility company power feed to handle the 
upgrade to high-density equipment. 

Discuss between facilities and IT. You’ll need to plan for 
maximum watts per square foot without having to either build 
a new site or add on to your existing site. 

Don’t forget about cooling. Identify how you will cool the 
additional loads you’ll be putting on your white space, including 
CRAC/CRAH units and A/C units within a raised floor plenum. 


Top Tics 

Plan to retrofit. “We are seeing higher density equipment condensing a data center’s footprint 
to a smaller size, yet drawing more power. With the current trend of higher density equipment, we 
are seeing more kW of power consumed per rack, “ says Ken Koty, sales engineer at PDU Cables 
(866/631-4238; www.pducables.com). “With that said, you want to make sure your equipment is 
able to support the newer equipment coming into the market today and in the future.” 

Set a standard for PDU quality. “PDUs that don’t allow for full circuit utilization or lack enough 
outlets can drive you to buy more new PDUs and racks in order to locate your gear that otherwise 
could have been added to an existing rack with full capabilities,” says Travis Irons, director of engi¬ 
neering and product management at Server Technology (800/835-1515; www.servertech.com). 

Streamline power consumption. According to Laura Viars, account manager at Rackmount Solutions 
(866/207-6631; www.rackmountsolutions.net), “high-power PDUs will allow you to connect more pieces 
of equipment to a single strip, effectively increasing the supply of power yet maintaining a lower ratio of 
copper and losses than would occur if utilizing multiple low-power PDUs.” Viars says that overusing low- 
power PDUs can also create excess cabling, resulting in poor thermal management. 
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Buying Tips: 

Data Center 
Cleaning Services 



A CLEAN DATA CENTER is 
crucial to the performance of 
your physical infrastructure 
and the productivity of your 
workforce, but you can’t rely 
solely on your janitorial staff 
to get the job done. For cer¬ 
tain tasks, you’ll want to hire 
a professional who can get the 
job done quickly and with lit¬ 
tle inconvenience. 

Because there’s a lot rid¬ 
ing on your data center, hir¬ 
ing the best cleaning com¬ 
pany—with the right quali¬ 
fications and experience—is 
essential. Here’s what to 
look for when hiring a data 
center cleaning service. 

Check A Service Provider’s 
Experience & Reputation 

It’s important that you 
don’t rush in to choosing a 
data center cleaning service, 
because there are multiple 
factors to consider that may 
make one firm fit your needs 
better than another. Not 
every data center is created 
equal, and many data centers 
have unique cleaning needs 
that not all cleaning services 
can address. 

You should research what 
cleaning firms offer and also 
look at their reputation and 
guarantees. You must make 
sure the provider has years 
of training in cleaning data 
center environments, includ¬ 
ing floors, ceilings, cases, 
internal components, and 


much more. In addition, 
cleaning companies should 
follow ISO 14644 standards, 
have experience cleaning 
ISO class 8 environments, 
and know how to address 
airborne contamination and 
particulate migration. 

To help narrow your list 
of choices and assist you in 
making an informed deci¬ 
sion, also find out exactly 
what services a cleaning 
firm offers and what kind of 
quality you can expect. The 
cleaning service should also 
be able to provide a detailed 
list of what it cleans and how 
thorough it will be. 

Understand Your Costs 

Cost for cleaning varies 
depending on what a provider 
offers as well as its reputa¬ 
tion. But don’t let price fool 
you. A lot of factors go into 
the overall price of a cleaning 
service, and you should make 
sure you get exactly what 
you’re paying for. 

Be sure to look at what is 
being cleaned for the price 
you pay and the level of 
cleaning being performed. 
There may be specific situ¬ 
ations, such as after con¬ 
struction or in the wake of a 
disaster, where you will need 
more in-depth cleaning ser¬ 
vices than on an annual floor 
cleaning. One type of clean¬ 
ing may take more time than 
another, which could affect 


the overall pricing of the ser¬ 
vice, as well. 

Know What To Clean 

Some parts of your data 
center will need to be cleaned 
annually, while others will 
require quarterly or biannual 
cleanings. But it’s a fairly 
safe bet that, at some point, 
everything in your data cen¬ 
ter will need to be cleaned. 
Create a cleaning schedule 
for the building itself as well 
as the equipment and stick to 
the plan. 

Make sure your cleaning 
schedule covers all access 
floors and floor panels, walls, 
ceilings, light fixtures, server 

Checklist 


racks, UPS units, panels, and 
more. The best cleaning firms 
have practices in place that 
will leave no stone unturned. 

Set Clean Policies So Your 
Data Center Stays Clean 

Between cleanings, institute 
policies that limit the access 
employees have to certain 
areas of the data center as 
well as what they can bring 
into the room itself. If you can 
get your employees to treat the 
data center as a sterile environ¬ 
ment and decrease the amount 
of foreign contaminants, it will 
make the cleaning crew’s job 
easier and potentially lower 
your costs. 


Look for certifications. Check to see if your provider 
is a member of the Association of Data Center Cleaning 
Professionals. Also, know what standards, if any, it follows 
for cleaning. 

Understand who will do the cleaning. Require that the 
cleaning service’s employees be background-checked and 
drug-screened. 

Know what will be cleaned. Get a detailed scope of work. 
What will the company clean, and how thorough will it be? 
What kind of quality can you expect? Consider creating a 
cleaning schedule. 

Follow up. Periodically check the work in progress. 

Make sure the data center stays clean. Decrease the likeli¬ 
hood of foreign contaminants by limiting what types of liquids 
and/or chemicals are allowed in the data center. 
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Buying Tips: 

PDUs 



Power distribution units 

are one of the most integral com¬ 
ponents of a modem data cen¬ 
ter infrastructure. Here’s how to 
make sure you have the best pro¬ 
tection for your environment. 

Know Your Needs 

Do your homework prior 
to making a PDU purchase, 
says Brett Femrite, direc¬ 
tor of business develop¬ 
ment at Rackmount Solutions 
(866/207-6631; www.rack 
mountsolutions.net). “It is criti¬ 
cal that the PDU you select 
match up with your power 
consumption needs and server/ 
network equipment.” 

Ken Koty, sales engineer at 
PDU Cables (866/631-4238; 
www.pducables.com), says 
you need to know how many 
amps are needed to support 
your devices. “You also need 
to know how much power 
the devices in the rack will 
draw, being mindful that you 
have the right voltage and 
amperage numbers.” 

Understand The PDU Options 

Femrite says there are 
three types of PDUs. A basic 
PDU lacks monitoring and 
remote administration capa¬ 
bilities. A metered PDU adds 
the ability to track amper¬ 
age and management soft¬ 
ware to monitor the aggre¬ 
gate current being drawn on 
each PDU. Switched PDUs 
add local and remote control 


capabilities on a per-outlet 
level. Redundancy is impor¬ 
tant, Femrite says. A dual¬ 
circuit PDU offers fault toler¬ 
ance with two power inputs. 

Koty says your uptime 
goals influence the PDU you 
purchase. “Inexpensive basic 
rackmount PDUs may dis¬ 
tribute power effectively, but 
they offer little if any under¬ 
standing or control of the crit¬ 
ical energy flow.” 

To know whether you’re 
buying a quality PDU, look 
under the hood, says Alex 
North, director of business 
development at BayTech 
(800/523-2702; www.baytech 
.net). Most rack PDUs look 
similar. “Evaluators need to 
open up the hood of all PDUs 
they are considering and use 
sound engineering-based judg¬ 
ment to evaluate the method 
of power distribution the 
manufacturer employed in 
the strip.” 

Consider Mounting & Outlets 

Koty notes that horizontal 
PDUs take up rack space nor¬ 
mally reserved for equipment. 
“If you can’t reserve horizon¬ 
tal space in the rack for the 
PDU, consider a vertically 
mounted PDU.” 

Gina Dickson, director of 
infrastructure products at 
Black Box (877/877-2269; 
www.blackbox.com), says 
buyers often forget about 
mounting. “They purchase a 


vertical PDU and then realize 
after it arrives that it doesn’t 
mount into their cabinet. One 
way to avoid this is to pur¬ 
chase PDUs and cabinets/racks 
from the same manufacturer.” 

Make sure PDUs have the 
correct outlets and outlet 
counts, says Andy Grav, tech¬ 
nical sales engineer at HM 
Cragg (800/672-7244; www 
.hmcragg.com). Koty says 
you also need to know which 
types of plugs devices use so 
you buy PDUs with appropri¬ 
ate receptacles. 

Think Intelligent 

The need to purchase a 
PDU with some type of intel¬ 
ligent features—monitoring, 
management, or some form 


of control—is almost a given 
in most of today’s enterprise 
data center environments. 

Grav says today’s lights-out 
data centers are using switched 
and managed PDUs. “Both of 
these options allow the end 
users to monitor the data cen¬ 
ter from a distance while still 
having control of the equip¬ 
ment,” he says. 

Account For Growth 

Make sure the PDU can 
handle your needs now and 
into the future, Femrite says. 
“If you don’t precisely match 
up the PDU with your power 
consumption needs, taking into 
account anticipated growth/ 
increases, you can wind up 
having a breaker tripped.” 


Checklist 

Bob Parente, sales engineer at Server Technology (800/835- 
1515; www.servertech.com), recommends asking these ques¬ 
tions when selecting a PDU: 

What is the expected maximum power needed to the rack and 
what voltage can be supplied to the rack? 

Does the expected max power include planned power redun¬ 
dancy and growth? 

Will each rack be designed for power redundancy with a stan¬ 
dard A and B Input feed configuration? What racks are being 
used (mounting considerations)? 

What types of devices are being connected in the rack? Do 
you know the power factor for the devices within the rack? 
How many and what types of outlets are required? 
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Buying Tips: 

Security 


Security is confusing. 
Combine the variety of secu¬ 
rity solutions on the market, 
the different technologies 
and standards available, and 
a business environment that’s 
increasingly regulated, and it’s 
no wonder finding the right 
security products can be dif¬ 
ficult. Here is some advice on 
what every enterprise needs. 

Start With 

Network Access Control 

A network access control 
solution will limit unneces¬ 
sary access to your company’s 
internal resources. If you can 
prevent outsiders from con¬ 
necting to your network, then 
there is a much smaller chance 
of a security breach. 

Network access control 
systems can also be used to 
monitor the mobile device 
connections of employees 
working outside the company. 
Smartphones and tablets are 
becoming popular targets for 
hackers, so checking to make 
sure the external connection 
is safe and secure will go a 
long way toward preventing a 
potential intrusion. 

Move Up To 

Unified Threat Management 

A UTM solution goes a 
bit beyond network access 
control by essentially creat¬ 
ing a gateway through which 
all users and data have to 
pass before landing on your 


company’s internal infrastruc¬ 
ture. UTM combines intrusion 
prevention, antivirus, anti¬ 
spam, and many other fea¬ 
tures into one solution to pro¬ 
tect your company. 

Add In Data Loss Protection 

An enterprise data loss pre¬ 
vention (DLP) solution can 
“offer a lot of capability in 
terms of preventing the egress 
of data,” says James Quin, 
director of research at Info- 
Tech Research Group. Such 
solutions can be expensive, 
so finding existing tools with 
DLP capabilities (up-to-date 
network perimeter UTMs and 
comprehensive endpoint anti¬ 
malware packages) can “deliv¬ 
er at least a moderate level of 
protection without the exces¬ 
sive cost,” he says. 

Don’t Forget Email Security 

Receiving malware-filled 
messages can result in the infec¬ 
tion of one computer or the 
infrastructure of the entire com¬ 
pany. And sending messages 
with sensitive information no 
matter what the reason is always 
a dangerous proposition. 

As one of the most basic 
measures, every company 
should have some form of 
encryption attached to its 
email systems. Encryption 
helps ensure that even if an 
email is intercepted, it is less 
likely that a hacker will be 
able to mine anything from it. 


Along with encryption, you’ll 
want to invest in an antivirus 
program to protect servers and 
endpoints against malicious code 
and viruses. Make sure the pro¬ 
gram you purchase automatically 
downloads and deploys signature 
files all the way to the endpoints. 

Check For Updates & 
Upgrades 

Making certain basic secu¬ 
rity tools are in place is half 
the battle. The other half is 
ensuring antivirus systems, 
hardware, and anything else 
tied to security are continually 
patched and updated. 

Dan Olds, founder of 
Gabriel Consulting Group, 
says IT should take a “mania¬ 
cal” approach toward patch¬ 
ing software and firmware. 
“Unpatched and unmaintained 
systems are the biggest cause 

Checklist 


of security vulnerabilities,” 
he says. 

“The biggest trouble areas 
are systems on the network that 
haven’t been maintained and 
patched to the appropriate lev¬ 
els. There are a wide range of 
devices that tend to fly under 
the radar, including servers, 
desktops/laptops, and network¬ 
ing components. If something 
is on the network and can see 
the outside world, it can end up 
being a vulnerable point that 
can be exploited.” 

One possibility, Olds says, 
is using a network discovery 
tool that tracks down every¬ 
thing on the network and cre¬ 
ates an inventory of items that 
need to be checked and that 
need the latest patches. “This 
is a good project for a new hire 
or intern—provided they’re 
supervised,” he says. 


Check for connections. Does the solution allow you to limit 
access to the network and block unwanted connections? 

Make sure to protect the perimeter. Can the solution pro¬ 
vide a perimeter defense that prevents threats from landing 
on your servers and other internal equipment? 

Encryption is a must. Email makes it easy to infect comput¬ 
ers with viruses and send out sensitive data to hackers, so 
you should invest in a strong email encryption solution. 

Keep systems up to date. Will the vendor help you set up an 
update and upgrade plan that will let you keep your security 
solutions up to date without breaking your budget? 
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Buying Tips: 

Fire Protection 



Fire protection is about 
much more than just the sys¬ 
tems you put in place to detect 
and suppress data center fires. 
“Take steps to prevent fires 
from occurring, like being on 
the lookout for equipment fail¬ 
ure, out-of-capacity equipment, 
increased power consumption, 
spikes in temperature, electrical 
panel hot spots, worn bearings 
in fan motors, and water leak¬ 
age,” says Ken Koty, sales engi¬ 
neer at PDU Cables (866/631- 
4238; www.pducables.com). 

But having an adequate fire 
detection and suppression sys¬ 
tem is still essential. Here’s 
what to look for. 

Understand The Basics 

Chris Jelenewicz, P.E., engi¬ 
neering program manager at 
the Society of Fire Protection 
Engineers, says there are sev¬ 
eral factors to consider when 
installing fire protection sys¬ 
tems, including the building’s 
structure, occupants, first 
responders, and equipment. 

Jelenewicz says both active 
fire systems (sprinkler, gas¬ 
eous, alarm and communica¬ 
tions, smoke management, etc.) 
and passive fire systems (fire 
doors, walls, etc.) are necessary 
to protect people, property, and 
structures. Both system types 
“should be designed so that 
they work together as one com¬ 
plete fire protection system.” 

Melanie Davy, analyst at Info- 
Tech Research Group, says at 


a minimum, a data center must 
have a sprinkler system, fire 
detection and alarm components, 
portable fire extinguishers, and 
emergency power-off abilities 
(according to NFPA 75). Other 
forms of protection, such as 
clean-agent suppression systems, 
are classified as add-ons. 

Fire protection is generally 
divided into water and non¬ 
water options. Most data centers 
opt for a clean-agent or aero¬ 
sol-agent suppression system, 
which is designed to leave no 
residue and is safe for both elec¬ 
tronics and people. 

Check For Detection & Alerts 

Effective fire monitoring is 
critical, Koty says. “Smoke’s 
effect on computer equipment 
is dramatic. The sooner a data 
center can stop smoke from 
being created, the less chance 
of equipment damage.” 

Typical fire detection sys¬ 
tems are smoke, fire, and flame, 
Koty says. Smoke detectors are 
the preferred option because 
they can provide an earlier 
warning than fire or flame 
detectors, he says. 

Smoke detection systems are 
early warning, which detect fire 
conditions before they threat¬ 
en occupants or equipment, or 
very early warning, which Koty 
says detect fire conditions at the 
earliest stages and provide the 
best protection for data centers. 

“Because of its sensitivity and 
ability to detect a wide range of 


smoke particulate size, the aspi¬ 
rating smoke detection system is 
a top choice for data center early 
fire detection,” Koty says. 

Get The Right System 

Install the best fire sup¬ 
pression system for the given 
application. This requires 
contemplating many factors, 
Jelenewicz says, including the 
type and number of occupants 
in the building, the ease of sys¬ 
tem maintenance, and if an ade¬ 
quate water supply is available. 

Consult a fire protection 
engineer to help select the right 
system and prepare the design, 
installation, and maintenance, 
he says. Koty agrees, adding: 
“Be sure that the contractor 
doing the design has the abil¬ 
ity, resources, and experience to 
understand, design, and imple¬ 
ment the fire detection system.” 

Be sure to note portions of 
the protection system that are 


mandatory vs. best practice, 
Davy says. Although smoke 
detectors are mandatory, it is a 
best practice to install both heat 
and smoke detectors. 

Check For Applicable 
NFPA Regulations 

The NFPA, or National Fire 
Protection Association, has a 
couple of codes and standards 
applicable to data centers. 

NFPA 75: Standard for the 
Fire Protection of Information 
Technology Equipment, 2013 
Edition, addresses requirements 
for areas with computer instal¬ 
lations needing fire protection, 
including suppression, detec¬ 
tion, and building construction, 
according to the NFPA. 

NFPA 2001: Standard on 
Clean Agent Fire Extinguishing 
Systems, 2012 Edition, offers 
information on purchasing, 
designing, and testing gaseous 
fire suppression systems. 


Checklist 

Make sure the system fits the room. Find a smoke/fire 
detection system that meets your needs in terms of stages of 
fire protection and number of physical detection locations. 

Special considerations for clean-agent systems. Research 
the various clean-agent suppression options and make sure 
your sprinkler system can work with the clean-agent suppres¬ 
sion system. 

Cut the power. Invest in an emergency power off system to 
shut off electricity when a fire is detected. 
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PROCESSOR 


Network With Your Peers 
At These IT Training & Association Meetings 
Across The United States 


JANUARY 

AITP Lehigh Valley - 
IT Security 

Jan. 15 

The Starlight Diner 
233 N. Route 100 
Allentown, Pa. 
www.lv-aitp.org/events.php 

Configuring, 
Managing & 
Troubleshooting 
Exchange Server 2010 

Jan. 20 

New Horizons Washington, D.C. 
1331 FSt. N.W. 

Suite 420 
Washington, D.C. 
www.dcnewhorizons.com 


AITP Long Island 
Networking & 
New Member Event 

Jan. 23 

5:30 to 8:30 p.m. 

The Northport Yacht Club 
11 Bluff Point Road 
Northport, N.Y. 
www.AITP-LI.org 


AITP Twin City 

Jan. 24, 7 p.m. 

Ozark House Restaurant 
704 McGregor St.; Bloomington, III. 
www.aitp.org/members/group_content_ 
view.asp?group=75779&id=125369 


Configuring & Managing 
SharePoint 2010 

Jan. 27 

New Horizons Tysons Corner 
2010 Corporate Ridge, Suite 200 
McLean, Va. 

www.dcnewhorizons.com 

FEBRUARY 


BICSI Winter Conference 

Feb. 2-6 

Rosen Shingle Creek Resort 
Orlando, Fla. 
www.bicsi.org/winter 

AITP Wheeling 

Feb. 12 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP Research Triangle Park 

Feb. 13 

NC State University Club 
4200 Hillsborough St. 

Raleigh, N.C. 
www.rtp-aitp.org 


AITP Washington D.C. 

Feb. 13 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave. 

Chevy Chase, Md. 
www.aitpdc.org 

Cyber War 2014 

Feb. 14 

Train Ace Greenbelt 
7833 Walker Drive 
Suite 520 C 
Greenbelt, Md. 
www.trainace.com 


AITP Lehigh Valley - 
M2M Technology & 
Application Solutions 

Feb. 19 

The Starlight Diner 
233 N. Route 100 
Allentown, Pa. 
www.lv-aitp.org/events.php 
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Upcoming IT Events 


Social Engineering & 
Manipulation 

Feb. 24 

Train Ace Greenbelt 
7833 Walker Drive 
Suite 520 C 
Greenbelt, Md. 
www.trainace.com 


Wearables 

DevCon 

Feb. 25-27 
San Francisco, Calif. 
www.wearablesdevcon.com 

AITPTwin City 

Feb. 28, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 
www.aitp.org/members/group 
_content_view 

.asp?group=75779&id=125369 


MARCH 

Interconnecting Cisco 
Network Devices 1 

March 7 

New Horizons Washington, D.C. 
1331 FSt. N.W., Suite 420 
Washington, D.C. 
www.dcnewhorizons.com 


AITP Wheeling 

March 12 

White Palace at Wheeling Park 
1801 National Road 
Wheeling, W.Va. 
www.aitp-wheeling.org 


AITP Research 
Triangle Park 

March 13 

NC State University Club 
4200 Hillsborough St. 
Raleigh, N.C. 
www.rtp-aitp.org 


AITP Washington D.C. 

March 13 

Alfio’s LaTrattorio Restaurant 
4515 Willard Ave.; Chevy Chase, Md. 
www.aitpdc.org 


AITP Lehigh Valley - 
The State Of IT 

March 20 

Lehigh Carbon Community College 
Community Services Center Ballroom 
Schnecksville, Pa. 
www.lv-aitp.org/events.php 

Big Data 
TechCon 

March 31-April 2 
Boston, Mass. 
www.bigdatatechcon.com 

Implementing 
Cisco Intrusion Prevention 
System 

March 17 

New Horizons Tysons Corner 
2010 Corporate Ridge, Suite 200 
McLean, Va. 

www.dcnewhorizons.com 


AITPTwin City 

March 28, 7 p.m. 

Ozark House Restaurant 
704 McGregor St. 
Bloomington, III. 

www.aitp.org/members/group_content_ 
view.asp?group=75779&id=125369 


Do you have an event you’d like to see listed? 
Send an email to feedback@processor.com. 
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Physical Infrastructure 


PROCESSOR 

Solutions Directory 


Here are brief snapshots of several companies 
offering products designed for the data center and 
IT industry. Listings are sorted by category, 
making it easy for you to find and compare companies 
offering the products and services you need. 

You can find more detailed information on these 
companies and the products they offer inside this issue. 


To list your company and products, 
call (800) 247-4880. 


£hm cragg 

Quality People. Quality Power 

As an integrator and master distributor providing quality power solutions, HM 
Cragg has built a reputation as the company that delivers innovation to aid and 
satisfy its customers. HM Cragg was founded in 1968 and is 100% employee- 
owned, focusing on quality people and exceptional products. 

Products Sold: 

• AC and DC power solutions (UPSes, power distribution) 

• Control and monitoring (environmental and power) 

• Connectors and cables (cord sets, ePDU cables) 

• Cooling and Racks (airflow management, portable cooling) 


(800) 672-7244 I www.hmcragg.com 


Physical Infrastructure 


AUSTIN 



Founded in 1995, Austin Hughes Electronics Ltd. is a design and manufactur¬ 
ing group that offers a broad range of solutions based around 19-inch rack- 
mount technology. With a wealth of experience, Austin Hughes design and 
development teams are focused to rapidly transform customer requirements 
and market trends into saleable solutions. 

Products Sold: 

• Infra solution Cabinet Smartcard Handles 

• InfraPower Cabinet Intelligent PDUs 

• CyberView Rackmount KVM & LCD Console Drawer 

• Environmental Sensors 


(510) 794-2888 I www.Austin-Hughes.com 


Physical Infrastructure 


BayTech 



BayTech was founded in 1976 and, since the 1990s, has developed unique 
products for remote power management. The company uses printed circuit 
board instead of wires for a better, more resilient connection between the data 
center equipment and the receptacle. BayTech provides an extensive Web site 
with brochure downloads, warranty information, and reseller support and also 
offers evaluation units for data centers. 

Products Sold: 

• Power control, distribution, management, and metering 

• Power transfer switches 

• Console management and remote site management 


(800) 523-2702 I www.baytech.net 


Physical Infrastructure 



Based in New York City, Hergo Ergonomic Support Systems is an independent 
designer and manufacturer of enclosure cabinet solutions, technical computer 
furniture, and modular racking systems. The company’s products are designed 
to promote organization in the workspace and to increase the productivity of 
computers, peripherals, and communications equipment. Hergo is known for its 
high-quality products and superior customer service. 

Products Sold: 

• Racks 

• Enclosures/cabinets 

• Motorized workstations 

• Flat-panel arms 


(888) 222-7270 | www.hergo.com 


Physical Infrastructure 


.♦V RACKMOUNT 

V* SOLUTIONS 

Rackmount Solutions’ mission is to listen to the IT engineer’s specific needs 
and deliver superb-quality, high-performance products through continuous 
product innovation and operational excellence. We pride ourselves in providing 
quality customer service, products that fit your IT requirements, and solid value 
for your money. 

Products Sold: 

• Wallmount and server racks and cabinets 

• Desktop/tabletop portable racks 

• Shockmount shipping cases 

• Bulk cable 


(866) 207-6631 I www.rackmountsolutions.net 


• Computer desks 

• Cable management 

• Power management 
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Physical Infrastructure 


Physical Infrastructure 



NETWORK SERVICES 


Black Box is a leading technology product solutions provider that 
helps customers build, manage, optimize, and secure their networks. 
The company is a single source for cabling, cabinets and racks, 
localized cooling, power and surge protection, environmental moni¬ 
toring, and more. Black Box also offers a best-price guarantee and 
FREE, live, 24/7 U.S.-based Tech Support. 


Products Sold: 

• Acoustic IT Enclosures 

• Cabinets & Racks 

• Cables & Patch Panels 

• Console Servers 

• Cooling 

• Datacom 


Industrial 

Infrastructure Hardware 
KVM 

Networking 

Power 

Remote Monitoring 


Rack 

Solutions 


RackSolutions has been serving the data center market for more than 10 
years. All of our products are designed, engineered, built, and shipped under 
our own roof. We have product solutions available for every major OEM, but if 
one of our existing products doesn’t fit your needs, our top-notch mechanical 
and electrical engineers can create the item you need from scratch, solving 
even the toughest installation design challenges. Best of all, we typically don’t 
charge up-front fees for design services. 

Products Sold: 

• Computer Server Racks 

• Cabinets and Shelves 

• Mounting Products 


(877) 877-2269 I www.blackbox.com 


(888) 903-7225 I www.racksolutions.com 


t Physical Infrastructure j 


f Physical Infrastructure j 

AllSer 


A AVTECH 

Trust Your Batteries ” 



For more than 30 years, the industry has trusted Alber with their mission critical 
batteries. Power interruption in any business means lost revenue. Are you willing 
to risk not knowing if the batteries will perform when needed? With Alber you’ll 
eliminate these unnecessary risks, while benefiting from reduced maintenance 
costs, and increased safety. Alber’s battery management solutions give you the 
confidence of knowing you’re not leaving business continuity to chance. 

Products Sold: 

Cellcorder CRT-400, Universal Xplorer Industrial Monitor (UXIM), Universal 
Xplorer Telecom Monitor (UXTM), BDSU-50 (Datacenter Monitor), DC Load 
Banks, Battery Capacity Test System (BCT-2000), BDS-40, BDS256-XL, MPM- 
100 


AVTECH Software, founded in 1988, is focused on making the monitoring 
and management of systems, servers, networks, and data center environ¬ 
ments easier. AVTECH provides powerful, easy-to-use software and hard¬ 
ware that saves organizations time and money while improving operational 
efficiency and preparedness. AVTECH products use advanced alerting 
technologies to communicate critical status information and can perform 
automatic corrective actions. 

Products Sold: 

A full range of products that monitor the IT and facilities environment, including 
temperature, humidity, power, flood, room entry, and UPS. 

(800) 851-4632 1 www.alber.com 


(888) 220-6700 1 www.AVTECH.com 


Physical Infrastructure 




Physical Infrastructure 


n Total Cable 

Solutions 


Total Cable Solutions (TCS) provides a wide range of products from copper 
keystone jacks to custom bundled fiber cables. All products are manufactured 
with TCS’ highest quality, in factories that are ISO-9001 and TUV Certified. All 
of our cable lines meet or exceed EIA/TIA RoHs standards. 

Products Sold: 

• Fiber patch cords 

• Pre-terminated multi-fiber trunk cables 

• CAT5e and CAT6 patch cables 

• Fiber and copper patch panels 


(888) 235-2097 I www.TotalCableSolutions.com 


HIND't® 

CONNECTION PERFECTION 

LINDY USA specializes in cables, adapters, electronics, and accessories for 
computer, networking, and audio video applications. Since 1932, Lindy has 
supplied high-quality interconnects to customers in commercial, telecom, and 
residential markets. What sets us apart is our complete dedication to innova¬ 
tion, performance, and reliability. Our cabling products are truly outstanding. 

Products Sold: 

• Networking Products • Audio / Video • KVM 

• Sharing, Converting, Extending • USB and FireWire • Input Devices 

• Hardware and Security • Add-On Cards • Power 

• Cables • Adapters • Much more! 


(888) 865-4639 | www.lindy-usa.com 
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Physical Infrastructure 


Physical Infrastructure 


PDUCables 

Innovator in data center efficiency 

PDU Cables is the leading supplier of power distribution cables assemblies to 
data centers in North America. PDU Cables has been serving this industry since 
1981 and is the first independent cable assembly company to introduce 
colored conduit into the power distribution cable market, the first to get UL 478 
listing, and the first to introduce the Power Cable and Equipment Configurator 
software tool. The company is centrally located in Minneapolis, Minn., allowing it 
to offer 24-hour turnaround and shipping time of just one or two days to almost 
any United States destination. 

Products Sold: 

A range of power cables, cable seals, and power cord assemblies. 


(866) 631-4238 1 www.pducables.com 


Physical Infrastructure 


SENSAPHONE* 

REMOTE MONITORING SOLUTIONS 


Sensaphone has been designing and manufacturing remote monitoring 
systems for more than 25 years and has more than 300,000 of its products in 
use. Sensaphone’s product lineup offers a full range of devices with a broad 
number of features and applications designed to monitor your entire infrastruc¬ 
ture and alert you to changes. All product engineering functions, including 
hardware and software design and circuit board layout and assembly, are 
performed at the Sensaphone facility in Aston, Pa. 

Products Sold: 

Remote monitoring solutions that provide email and voice alarm notification 
for problems related to temperature, humidity, water detection, power failure, 
and more. 


(877) 373-2700 I www.sensaphone.com 



Supermicro® (NASDAQ: SMCI), the leading innovator in high-performance, 
high-efficiency server technology, is a premier provider of advanced server 
Building Block Solutions® for enterprise IT, data center, cloud computing, HPC, 
and embedded systems worldwide. Supermicro is committed to protecting the 
environment through its “We Keep IT Green®’ initiative by providing customers 
with the most energy-efficient, environmentally-friendly solutions available on 
the market. 

Products Sold: 

• Servers • Network switches • GPU servers 

• Motherboards • Storage solutions • Embedded 

• Chassis • Blade servers 


(408) 503-8000 I www.supermicro.com 



Since 1979, Simplex Isolation Systems has been setting new design standards 
in modular expandable cleanroom components, isolation curtains, hardware, 
and new product development. Fontana, Calif.,-based Simplex’s unique strip 
doors and mounting systems are designed for quick installation. Simplex 
parts and materials perform with optimum efficiency, last longer, and save you 
money. And with Simplex, you are always backed by industry expertise, 
product knowledge, and the best warranties in the market. 

Products Sold: 

• Cleanrooms • Strip doors 

• Enclosures • Curtains 


(877) 746-7540 I www.simplexisolationsystems.com 


Storage 


paraGon 


SOFTWARE GROUP 


Founded in 1994, Paragon Software Group is an innovative software devel¬ 
oper focused on two markets. The company’s comprehensive product line for 
the data storage market addresses the needs of data security, storage, and 
management for PCs, servers, and networks. A second portfolio of products 
focuses on mobile productivity applications for handheld devices. Paragon 
Software Group has offices in the United States, Germany, Japan, Poland, 
Russia, and China delivering its solutions to consumers, small business and 
enterprise clients worldwide. 

Products Sold: 

• Backup and Disaster Recovery 

• Imaging, Migration, Deployment 

• Partition Management 


(888) 347-5462 I www.paragon-software.com 


Servers 


CHfcNBRO 

Chenbro is a leader in enclosure solutions, selling its products primarily to 
system integrators and OEM and channel partners. The company’s extensive 
research and development efforts help it to keep its competitive edge and 
maintain market leadership, with special focus on thermal, EMI, and acoustic 
solutions. Taiwan-based Chenbro has offices in the United States, UK, The 
Netherlands, and China. 

Products Sold: 

• A comprehensive line of PC chassis, server/workstation chassis, rackmount 
chassis, and HDD enclosures. 


(909) 947-3200 I www.chenbro.com 
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Services 


Equipment Dealer 


technologies 

Data centers and corporate IT retire equipment to make way for upgrades. 
Those non-performing assets depreciate as they accumulate, unless they 
are converted back into capital with a competent IT Asset Remarketer. Ex-IT 
Technologies makes it easy to resell or responsibly recycle decommissioned 
IT: just send a list, get a quote, and ship. You’ll get instant ROI and R2 certi¬ 
fied peace of mind. 

Services Offered: 

• IT Asset Value Recovery 

• Secure Data Destruction 

• eCycling 


(239) 596-2254 I www.exittechnologies.com 



In 1987, Pegasus Computer Marketing started providing mainframe products to 
the end-user market. What began as a sales-only organization soon adapted to 
offer in-house repair and refurbishment. During the past 10 years, Pegasus has 
focused primarily on the point-of-sale and barcode industries, buying, selling, and 
providing service contracts for anywhere from a few scanners to hundreds. 

Products Sold: 

We buy, sell, and service: 

• Point-Of-Sale Equipment and POS/PC Flat Panels 

• Wired and Wireless Barcode Hardware 

• Kronos Time Clocks and Accessories 


(800) 856-2111 I www.pegasuscomputer.net 
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SIGN UP TO RECEIVE 
THE DIGITAL EDITION . . . 



) IT'S FREE 


NOW PROCESSOR CAN GO 

ANYWHERE 


YOUR iPAD GOES! 


You asked for it, and Processor listened. 
Now you can read the latest issue of 
Processor from cover to cover, exactly as 
it appears in print, for free on your iPad! 
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» HDD carrier for 2.5" or 3.5 
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FLEXIBLE AND EASY MAINTENANCE 

• Hot-swap middle fan 

• Front access information tag 

• Easy-swap 3-slot or 7-slot window 

• HDD carrier for 2.5" or 3.5” device 


EXCELLENT THERMAL PERFORMANCE 

• Air baffle for flow management 
■ Smart PWM fan control on backplane 

• Plenty of venting holes on chassis and backplane 
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Online Gaming 


Datacenter 


Security and Surveillance 


CHENBRO MICOM (USA) INC. 

Add: 2800 Jurupa St., Ontario, CA91761, U S.A 
Tel: 1-909-937-0100 Fax:1-909-937-2100 
Toll Free: 1-866-364-8264 
E-mail: usinfo@chenbro.com 
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